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1. OBIIAS XAPAKTEPUCTUKA PABOYEMN IMPOT'PAMMBI TPO®ECCHUOHAJIb-
HOI'O MOAYJIA

[IM.01 BsimomHeHHEe pabOT MO MPOESKTUPOBAHUIO CETEBOM MHPPACTPYKTYPHI

1.1. Heap n nianupyemblie pe3yJibTaThl 0CBOEHHsI NPO¢eCcCHOHATIBHOI0 MOAYJIs

B pesynbrare u3yueHuss npoecCHOHAIBHOIO MOAYJS OO0ydaromuiics IOHKEH OCBOUTHh
OCHOBHOH BH/J ICSTEILHOCTH BhINoIHEHNE paboT 10 NPOSKTHPOBAHUIO CETEBOM HHPPACTPYKTYPHI U
COOTBETCTBYIOILIME €My o0mue U npodecCHOHATbHBIE KOMIIETEHIIMH, a TaKXe JIMYHOCTHBIC
pE3yNbTaThI:

1.1.1. IlepeyeHb 0O0IIMX KOMIETEHIMIA H JHYHOCTHBIX Pe3yJIbTaTOB

Kon HanMmeHoBaHHE 00IIIUX KOMIIETEHITHIA

OK 1. BriOupate  crmocoObl  pemieHuss  3ama4 MPOQPECCHOHAIBHOW  JIESITEIIBHOCTH,
IIPUMEHMUTEIBHO K Pa3JIMYHbIM KOHTEKCTaM

OK 2. OcylecTBIATh MOUCK, aHAIU3 M UHTEPIpETanuio nHGOpMaluu, HEOOXOAUMON IS
BBIIIOJHEHUS 33124 NPOodECCUOHATBHON JESITEIbHOCTH.

OK 3 [InanupoBaTh M pealn30BbIBaTH COOCTBEHHOE MPO(ECCHOHATBLHOE U JIMYHOCTHOE
pa3BUTHE.

OK 4 Paboratp B KoyIeKTHBE M KOMaHze, 3()()EeKTHBHO B3aUMOJICHCTBOBATH C KOJUIETaMH,
PYKOBOJCTBOM, KJIMEHTAMM.

OK 5 Ocy1ecTBIATh YCTHYIO U TUCbMEHHYI0 KOMMYHUKAIIMIO Ha FOCY/1apCTBEHHOM SI3bIKE
C Y4eTOM 0COOEHHOCTEH COIMAIbHOTO M KYJIbTYPHOIO KOHTEKCTA.

OK 6 [IposABIATH Ipak1aHCKO-NIATPUOTUYECKYIO MTO3ULINIO, JEMOHCTPUPOBATH OCOZHAHHOE

IMOBCACHUC HAa OCHOBC TPaJUIIMOHHBIX 06H_I€‘I€HOBC‘ICCKI/IX HGHHOCTCﬁ, IIPUMCHATDH
CTAHAAPTHI AHTUKOPPYIIIMOHHOI'O ITOBECACHMS.

OK 7 ConelicTBOBaTh ~ COXPAaHEHMIO  OKpYXKalILIeHl  cpeabl, pecypcocOepeskeHHtIo,
5 hEKTUBHO ACHCTBOBAThH B UPE3BBIYANHBIX CHTYALIUSX.
OK 8 Hcnonb3oBate cpenctBa (hU3MUECKON KyJIbTYphl JJISI COXPAHEHUS U YKpEIUICHHS

3I0pOBbsS B Ipolecce Mpo(eccHOHATbHOM AESITENbHOCTH U HOJIAEpKAHUS
He00X0IMMOT0 YPOBHs (hU3HUECKOM MOArOTOBIEHHOCTH

OK9 Hcnonp3oBaTh HHGOPMAILIMOHHBIE TEXHOJIOTUH B IPO(EeCcCCHOHAIBHOM IeATEIbHOCTH.

OK 10 [Tonb3oBaTbes MpodeccCHOHANBPHOM JOKYMEHTAallMel Ha TOCYJapCTBEHHOM H
MHOCTPAHHOM SI3BIKE

OK 11 Wcnonp3oBath  3HaHMA 1O  (UHAHCOBOM  TPaMOTHOCTH,  IUIAHUPOBATH
IPEINPUHUMATENbCKYIO IEATEIEHOCTh B MPO(ecCHOHANBHOM cdepe.

JIP 1 Oco3Haromuii cedsi rpakJJaHUHOM U 3alIIUTHUKOM BEJIMKOM CTpaHsbl.

JIP 2 [IposBISIIOIINI aKTUBHYIO TPAXJAHCKYIO ITO3ULUIO, IEMOHCTPUPYIOIIUHI ITPUBEP-

YKEHHOCTb IIPUHIIUIIAM YE€CTHOCTH, IIOPSAIOYHOCTH, OTKPBITOCTH, SJKOHOMUYECKH aAK-
THUBHBIN U YYaCTBYIOLIHMH B CTyIEHYECKOM U TEPPUTOPUATBHOM CaMOYIPABIECHUH, B
TOM YHCJIE€ Ha YCIOBUIX JOOPOBOIBUECTBA, MPOTYKTUBHO B3aUMOIEHCTBYIOIIHM 1
Y4YaCTBYIOIIMH B IEATEIbHOCTU OOIIECTBEHHBIX OPraHU3aIMi.

JIP 3 Cobrogaronuii HOpMbI IPABOTIOPSIIKA, CISAYIOIINA HIeaaaM TPpaxaaHCKOTo 001e-
CTBa, o0ecrieyeHns 6e30MacHOCTH, IpaB U cB0OOA rpaxan Poccun. JlosnbHbIH K
YCTaHOBKaM U MPOSBIECHUSAM IpeICTaBUTeNel CYOKYIbTYp, OTINYAIOMUN UX OT
IpynI ¢ JECTPYKTUBHBIM U J€BUAHTHBIM MOBEIEHUEM. [IeMOHCTPUPYIOIINNA HENPHUSI-
THE U MPEAYNPEKAAFOIINI COMAIBHO OMACHOE MTOBEACHUE OKPYKAIOIIUX.

JIP 4 [IposiBnsromniA U JEMOHCTPUPYIOLIUHN YBaXKEHUE K JIIOIIM TPYya, OCO3HAIOLIUN
IIEHHOCTh COOCTBEHHOTO TpyAa. CTpeMsmuiics K GOpMUPOBAHUIO B CETEBOU Cpejie
JIMYHOCTHO U MPO(eCcCHOHAIBHOI0 KOHCTPYKTUBHOTO «IIM(POBOTO clesiay.

JP 5 JIeMOHCTpHP YOI TPUBEPKEHHOCTh K POAHON KYJIbTYpPE, UCTOPUYECKON MAMSITH




Ha OCHOBe JII00BU K PoauHe, poiHOMY Hapoay, Majoi poanuHe, TPUHATHIO TPaIUIH-
OHHBIX [IEHHOCTE MHOTOHAIIMOHAJIBHOTO Hapojaa Poccuu.

JIP 6

HpOHBH}IIOH_II/Iﬁ YBAXKCHUC K JIIOASAM CTAPUICTO IMOKOJICHUA U TOTOBHOCTH K Y4aCTHIO
B COHH&HBHOﬁ MNOAACPIKKE U BOJIOHTCPCKUX NBHUIKCHUAX.

JIP 7

Oco3Haroumii TPUOPUTETHYIO LIEHHOCTh IMYHOCTHU YEJIOBEKa; YBAKAIOIIUN COO-
CTBEHHYIO U UYXYI0 YHUKAJIbHOCTb B Pa3IMYHBIX CUTYaIUSIX, BO BceX (hopMax U BH-
Jlax JesITeIbHOCTH.

JIP 8

[IposBrstomuii ¥ 1eMOHCTPUPYIOUINI YBaXKEHHE K MPEACTABUTENSAM Pa3INIHBIX 3T-
HOKYJBTYPHBIX, COIUATBHBIX, KOH()ECCUOHATBHBIX U HHBIX IPpyH. CONMPUYaCTHBINA K
COXPAHEHHUIO, TPEYMHOKEHUIO U TPAHCIISIIUK KYJIbTYPHBIX TPAAULIMNA U IEHHOCTEH
MHOT'OHAIIMOHAJIBHOI'O POCCUIICKOT0 roCyAapcTBa.

JIP 9

Cobmroaronuii 1 mpornara’Iupyouuil npaBusia 30poBoro u 6e3onacHoro oopasa
KHU3HU, CIIOPTA; IPEAYNPERK AN JTHMO0 PE010JIEBAIOINN 3aBUCUMOCTH OT AJIKO-
roJjsi, Tabaka, ICUXOaKTUBHBIX BEIIECTB, a3apTHBIX UrpP U T.J1. COXpaHSIOUIHI ICUX0-
JIOTUYECKYIO YCTOMYMBOCTD B CUTYaTUBHO CJIOKHBIX UJIM CTPEMUTEIBHO MEHSIO-
IIMXCS CUTYaIUsIX.

JIP 10

3aboTsmuiics 0 3aIIUTe OKPYKAOIIEH Cpebl, COOCTBEHHOM U UyXOW Oe30MmacHo-
CTH, B TOM 4HCJI€e HHU(POBOH.

JIP 11

[IposBrstomuii yBaKeHUE K ICTETUYECKUM IIEHHOCTSIM, 00J1aaroIInii OCHOBAMH AC-
TETUYECKOW KYJIbTYPBI.

JIP 12

[TpuHuMaromuii cemeitHbie IIEHHOCTH, TOTOBBII K CO3/IAHUIO CEMbU M BOCITUTAHUIO
JeTeH; JIEMOHCTPUPYIOIINN HEMPHUATHE HACWIHS B CEMBE, YX0/a OT POIUTEIHCKON
OTBETCTBEHHOCTH, OTKa3a OT OTHOIIEHU CO CBOUMU JIETbMU U UX (PMHAHCOBOTO CO-
JIepKaHMsL.

JIP 13

JemoHcTpupyoomuii ymenue 3¢ (HeKTUBHO B3aMMOCHCTBOBATh B KOMaHIe, BECTH
JIMAJIOT, B TOM YHUCJIE C UCTIOJIB30BAHUEM CPEJICTB KOMMYHUKAIIUU

JIP 14

JleMOHCTpUPYIOIINY HABBIKK aHAlIM3a U UHTEepIIpeTalud HHPOPMAIIUU U3 pa3iny-
HBIX HCTOYHUKOB C Y4€TOM HOPMATUBHO-TIPABOBBIX HOPM.

JIP 15

JleMOHCTpUPYIOIINY TOTOBHOCTh U CIIOCOOHOCTH K 00pa30BaHHUIO, B TOM YHCIIE Ca-
MO000Opa30BaHMIO, HA IPOTSHKEHUN BCEH JKU3HU; CO3HATEILHOE OTHOIICHUE K HETIpe-
PBIBHOMY 00pa30BaHHUIO KaK YCIOBUIO YCIEIIHON MpodecCHOHaTbHON U 00IIEeCTBEH-
HOM IeSITeTBbHOCTH.

JIP 16

Hcnons3oBaTh I/IH(I)OpMaLII/IOHHBIe TCXHOJIOTHHU B HpO(l)CCCI/IOHaJIbHOP'I JACATCIIBbHO-
CTH.

JIP 17

ITons30BaThCA HpO(l)eCCI/IOHaJ'ILHOI\/'I ,Z[OKYMGHTaI_[I/Ieﬁ Ha roCyapCTBEHHOM U UHO-
CTPaHHOM S3BIKC.

JIP 18

KpeaTuBHO MbICIISAIINI, TOTOBBIM pa3pabaThiBaTh HOBbIE BHJIbI POIYKIMH.

JIP 19

AXTHUBHO HpI/IMeHHIOH_IHﬁ MOJIYYCHHBIC 3HAHUS HA IPAKTHUKEC

JIP 20

CriocoOHBII aHAMU3UPOBATh MIPOU3BOACTBEHHYIO CUTYAIUIO, OBICTPO MPUHUMATh
peuieHus

JIP 21

KpeaTuBHO MbICISALINI, TOTOBBIM pa3pabaThiBaTh HOBbIE BUJIbI MPOIYKIHH.

JIP 22

CriocoOHBIH aHATM3UPOBATH TPOU3BOICTBEHHYIO CUTYAalHIO, OBICTPO IPUHUMATD
penieHusl.

JIP 23

[TposBIATH JOOPOKENATENIBHOCTD K OKPYXKAIOIINM, JIETUKATHOCTh, YyBCTBO TAKTa U
TOTOBHOCTB 0Ka3aTh YCIYIy K&KJOMY KTO B HEW HYXKJAeTCsl.




1.1.2l1epeyenn npogeccHOHATbHBIX KOMIIETEHIN

Kon HaumeHoBaHUE BUI0B J1€ATEJILHOCTH U NPO(eCCHOHATBHBIX KOMIIETEeH Uil
BJA1 Brimonaenue paboT 1o MpoeKTUPOBAHUIO CETEBOM MHAPACTPYKTYPHI

IIK 1.1 BrinoHeHne paboT Mo MPOEKTUPOBAHHUIO CETEBON MHMPACTPYKTYPHI

K 1.2 OcymiecTBiATh BbIOOp TEXHOJOTHH, WHCTPYMEHTAJIBHBIX CPEICTB M CPEICTB

BBIYMCIIMTENILHON TEXHUKH IIPH OPTaHU3aI|H TIpoIecca pa3pabOTKU U UCCIICTIOBAHUS
00BEKTOB MPOhECCHOHATBHON ACSITEILHOCTH.

K 1.3 Ob6ecnieunBaTh 3alIUTy WHGOpPMAIMU B CETH C HCIOJIB30BaHUEM IPOrPaMMHO-
anmnapaTHbIX CPEJICTB.
I[IK 1.4 [IpuHuMaTh yyacTve B IMPUEMO-CAATOYHBIX HMCHBITAHUAX KOMIBIOTEPHBIX CETEH U

CETEeBOr0 O0OPYIOBAHUS PA3TMYHOTO YPOBHS U B OIICHKE Ka4eCTBa U IKOHOMUYIECKOU
2(PEKTUBHOCTH CETEBOM TOTIOJIOTHH.

IIK 1.5 BrimonaaTe TpeOGoBaHMs HOPMATHBHO-TEXHHUYECKOW TOKYMEHTAIlUU, UMETh OIIBIT
odopmIIeHHs TPOSKTHOM IOKYMEHTAIIUH.

1.1.3 B pe3yabTaTe 0cBOeHHs NPO(ecCHOHATBLHOT0 MOAYJISl 00y4AIOIIMiics J0/IKeH:

Nwmets npaktuye-
CKHUH OIBIT B

MPOCKTUPOBAHUH APXUTEKTYPbI JOKAITEHON CETH B COOTBETCTBUH C MTOCTABICHHOM 3a-
Jadgeit;

YCTaHOBKE U HACTPOMKE CETEBBIX MPOTOKOJIOB U CETEBOTO 00OPYAOBAHUS B COOTBET-
CTBUU C KOHKPETHOH 3a/1a4ei;

BBIOOPE TEXHOJIOTHHU, MHCTPYMEHTAIIBHBIX CPEICTB IIPU OPTaHU3aIMy IpoIiecca uccie-
JTOBaHUS OOBEKTOB CETEBOM HHMPACTPYKTYPHI;

obecrnieyeHnn O€30MaCHOT0 XpaHEHHsI ¥ Tiepejau HH(POPMAIIMK B JIOKATBHOM CETH;
HCIIOJIB30BaHNU CIICHUAJILHOIO MNPOrpaMMHOro O6€CHC‘-I€HI/IH 1 MOJACIIUPOBAHUA,
HPOSKTUPOBAHMS M TECTUPOBAHHS KOMIBIOTEPHBIX CETEH.

YMETb NPOEKTUPOBATH JIOKAJIbHYIO CETh, BEIOMPATH CETEBBIEC TOMOJIOTUH;
UCTIONB30BaTh MHOTO()YHKIIMOHAIBHBIE IPHOOPEI MOHUTOPHHT'A, IIPOrpaMMHO-aIa-
paTHBIE CPEACTBA TEXHUYECKOTO KOHTPOJISI JIOKAJIbHOM CETH.

3HATh o0IIMe MPUHLIUIBI TTOCTPOSHUS CETeH, CETeBbIX TOMOJOTUH, MHOTOCIOMHON MOMENN

OS], TpeboBaHMi K KOMIBIOTEPHBIM CETSIM;

apXUTEKTYpy MPOTOKOJIOB, CTAHIAPTHU3AIMI CETEH, 3TAalOB MPOSKTUPOBAHUS CETEBON
MH(PACTPYKTyPEL;

0a30BbIe IPOTOKOJIBI ¥ TEXHOJIOTUH JIOKATBHBIX CETEH;

MPUHIIUITEI TTOCTPOCHHST BEICOKOCKOPOCTHBIX JIOKAJIBHBIX CETEH;

CTaHIapThI Kabesei, OCHOBHBIE BU/Ibl KOMMYHUKAIOHHBIX YCTPOMCTB, TEPMHHOB,
HOHSATHH, CTAHIAPTOB M TUIIOBBIX 3JIEMEHTOB CTPYKTYPHUPOBAHHOH KaOeIbHOM CH-
CTEMBI.

1.2. Konn4ecTBO 4acoB, 0TBOAMMOE HA OCBOCHHE NMPO(EeCCHOHAIBLHOI0 MOLYJISI

Bcero yacos

542

B TOM 4HcCIIe B popMe MpakTHIeCKor moarotroBku_404

W3 Hux Ha oceoenne MJIK 01.01 134
B TOM YHCIIE, CAMOCTOsITeNIbHas paboTa__6

KOHCYJbTaIui 12
MIPOMEXYTOUHAas arTecTanus 6

ocoenne MJIK 01.02 114
B TOM YHCIIe, CAMOCTOsITeNIbHasl paboTa__2

KOHCYJbTaIui 12
MIPOMEKYTOUHAs aTTeCTALUS -

Ha MPaKTUKH, B TOM YHCIIE YUeOHYIO 144
Y TIPOM3BOJICTBEHHYIO 144

[TpomexyTounas arTectanus KBanudukamoHHBIH Sk3aMeH - 6

6




2. CTpyKTypa U cofep:kaHne NPoPhecCHOHATBHOI0 MOTYJIs .
2.1. Ctpykrypa npogdeccuonaabHoro monyist «J1IM.01 BBINNIOJTHEHUE PABOT 110 IPOEKTHPOBAHHUIO CETEBOUH HH®PACTPYKTYPbI»

O0neM npodheccCHoOHaTFHOTO MOJIYJIS, aK. Yac.

Pabota oOyyaromuxcst BO B3aUMOACHCTBHH C MTPENoaBaTeneM Camocros-
Komsl g TEJIbHAA
npo(hecCHOHAIbHBIX, §~ - OOyuemme no MK IIpakTuku pabora
0o0Immx HaumenoBanus pasznenoB CymmapHsri o & B Tom uucre
KOMITIETEHIIHH, podeCCHOHANTBLHOTO MOTYJISI o0Bem é- g o
JIMIHOCTHBIX HarpysKi, S & Beero ;‘ s| Jlabopar. u | KypcoBbix [Mpoussoxcreenna | KoHCynb-
pesylIbTaToB Hac. :- g g g MPaKT. pabot Vuconas s Talx
C: é <| 3aHATHH | (IIPOEKTOB)
1 2 3 4 5 6 7 8 9 10 11 12
K 1.1-1IK 1.5 Paznen 1. KommnbroTepHbie 134 70 110 6 70 72 72 12 6
OK 01-11 CeTH
JIP1-JIP23
K 1.1-1IK 1.5 Paznen 2. Opranuzanus, 114 46 100 46 72 72 12 2
OK 01-11 MIPUHLIMIIBI TOCTPOEHUS U 20
JIP1- JIP23 (YHKIIMOHUPOBAHUS KOMITb-
IOTEPHBIX CeTel
[IpousBoacTBeHHAs 144 144 144
K 1.1-1IK 1.5 npakTuKa (1o mpoQuTo
OK 01-11 CHEUHAIBbHOCTH), 4aCOB
JIP1- JIP23 (eciu npedycmompena
umozoeas
(KOHYenmpuposanuas
nPaKmuKa)
K 1.1-IIK 1.5 YyeOHas mpakTHKa 144 144
OK 01-11
JIP1-JIP23
KBammdukannoHHbrit 6
9K3aMeH
Ix3amen no IIM 6 144
Bcezo: 542 404 210 12 116 20 144 144 24 8




2.2. TemaTn4eckuii IJIaH U co/iep:kaHue MpopeccuoHaAIbLHOr0 moay.as (IIM)
«IIM.01 BBINOJJHEHUE PABOT 110 MPOEKTUPOBAHWIO CETEBOV MH®PACTPYKTYPbI»

HaumeHoBaHue pa3aesioB
H TeM npodeccuoHanb-
Horo moayJa (IIM), me:xk-
AMCUMILIMHAPHBIX KYPCOB

Conep:xanue yueOHOro MaTepuaa,

JabopaTopHble padoThl M MPAKTHYECKHE 3aHATHS, CAMOCTOSITe/IbHAsI ydeOHast padoTa 00y4yarolmuxcs, KypcoBas

padoTa (poeKT)

O0nEéM B ua-
cax

(MIK)
1 2 3
Paznen 1. Komnslorepusie
ceTH
MJIK.01.01. KomnbioTep- 110 (40/70)
HbI€ CeTH
Tema 1.1. BBenenne B ce- | Coaep:kanue 70 (22/48)6
TeBble TEXHOJIOTHH 1 | KomnbioTepHble ceTH 2
CoBmecTHast paboTa, IHTEpHET U COBPEMEHHBIC CETEBBIE TEXHOIOTUU — 00JAaCTh MPUMEHEHHs U HazHaueHue. Buabl
KOMITBIOTEPHBIX ceTeil. [ mobanbHble 1 noKanbHble ceTH. OHOPAHTOBBIC U KJIMEHT-CEPBEPHBIE apXUTEKTYpbl. OCHOB-
HbIe KOMIIOHEHTHI CETeM, ceTeBasi cpesia U ceTeBble ycTpoicTBa. TexHomoruu noakitouenus k Mutepuer. Konseprent-
Hble ceTH. KauecTBO M HaJIe)KHOCTD ceTeil. OCHOBHBIC MOHATHUS CETeBOM 0e30macHOCTH. TeHICHIIMU pa3BUTHUS CETEH.
2 | KoncoasHblii A0cTYN, yaaeHHBIHA gocTy ¢ momomrsio Telnet m SSH, ucnonp3oanne nopra AUX. 2
3 | CereBble NPOTOKOJIbI H KOMMYHUKALUU 2
Komuposanne n mapamerpsl coodmienns. CeteBble MpoToKobl. B3aumoneiictBue nporokosnos. Ha6op mpoTokosio
TCP/IP u npouecc oomena nanapiMu. Opranuzaiuu o cranaapruzaiuu: ISOC, IAB, IETF, IEEE, ISO. Muoroypos-
HeBbie Mosienn OSI u TCP/IP. Unkaricynsius nanusix. [Iporokonsaeie 61oku ganubix (PDU). Jloctyn k ToKanbHEIM
pecypcam. Cereas aapecauns. MAC- u IP- agpeca. [loctyn k ynan€usasm pecypcam. 103 mo ymona4aHuio.
4 | CeteBoii 1ocTyn 2

[MpoTokomnsl 1 crangapThl puzndeckoro ypoBHs. CrocoObl mojkiroueHus K cetd. CeTeBble MHTEp(EHCHBIE TIIATHI
(NIC). Cpenpl nepenaunt JaHHBIX M MX XapaKTEPUCTUKH: MIPOIYCKHAsI CIIOCOOHOCTh, IPOU3BOAUTEIBbHOCTE. Buibl Mmen-
HBIX ceTeBbiX kabeneit: UTP, STP, koakcuanbHbiii. Pa3HOBHIHOCTH, OCOOCHHOCTH MPOKJIAIKHA U TECTUPOBaHUS Kabe-
neii. CTpyKTypa U 0COOCHHOCTH MPOKJIAJIKK ONTOBOJIOKOHHBIX Kadenei. becipoBoiHbIE Cpe/icTBa Mepeauu IaHHbIX.
Cranmapt Wi-Fi IEEE 802.11.

KananbHe1il ypoBeHb U €ro IOAYPOBHH: YTpaBiieHHe JornueckuM kananom (LLC) u YnpasneHue 10CTyIIoM K cpefe
nepenaun AaHHbIX MAC. CTpyKTypa KaJpa KaHaJIbHOTO YPOBHS U MPUHIUIEI ero popmupoBanns. CTaHAAPTHI Ka-
HaJIBHOTO YpoBHA. dU3nueckas U JIOTH4YecKas TOMOJIOTHA CETH. TOMOIIOTHN «TOYKA-TOUYKa», «3BE3/a», «ITOJTHOCBS-
3aHHas», «KoJblieBas». IlonyaynuekcHas U MoMHOAYIUIEKCHas repeaaya qanHbeix. OcobenHoct kKagpos LAN,
WAN, Ethernet, PPP, 802.11.




CeteBble TexHoJornu Ethernet

CewmeiictBo cereBbix TexHonorui Ethernet. [Ipuniun padotet Ethernet. Bzanmozeticteue na nogypoBasx LLC u MAC.
Ympasnenue 0cTymoMm K cpeae nepenadn ganHeix (CSMA). MAC-anpec: unentudukanus Ethernet. ATpuOyThI kKagpa
Ethernet. IlpencraBnenns MAC-agpecoB. OqHO0- 1 MHOTOQIPECHOH, ITUPOKOBEMATEIHFHON pacchliok. CKBO3HOE TTOI-
kimouenune, MAC- u [P-aapeca.

[Tpotokon pa3pemienus agpecoB (ARP): npuaummns! paboTel, posk B mpoliecce YAaIeHHOTo 0OMeHa NaHHbBIMH. Tao-
mutel ARP Ha ceteBbix yerpoiictBax. OcHOBHBIE HegocTaTku mpotokoia ARP - Harpyska Ha cpeny mepenaun nas-
HBIX U 0€30MacHOCTb.

OcHoBHas uHpopMalus o moprax kommyraropa. Tadbmuria MAC-aapecoB kommyTaropa. @ynkius Auto-MDIX. Cro-
coOBI TIepecbUTKH Kaapa Ha kommyTaropax Cisco. bydepusanms mamsatin Ha kommyTtatopax. dukcupoBaHHas U MO-
IynpHas KOH(PHUTYparuu KOMMYyTaTopoB. CpaBHeHHE KOMMyTaluu ypoBHS 2 u ypoBHs. Texnomorust Cisco Express
Forwarding. Bupryanbnsiii uaTepdeiic kommyratopa (SVI), Mapmpytusupyemsiii iopt, EtherChannel yposus 3.
Kondwurypanus MmapuipyTu3upyeMoro nopTa.

CeteBoii ypoBeHb

CeteBoil ypoBEHb B IpoLecce nepeaayu fanHbiX. [IpoTokonsl cereBoro ypoBHa. OcHOBHBIE XapakTepucTuku [P-npo-
tokona. Ctpykrypa maketoB [IPv4 u IPv6. OcoGeHHOCTH 1 IpenMyIIecTBa MpoTokoia Pv6. MeToasl MapiipyTH3aum
y3710B. Tabnuia MmapuipyTH3anuy y3JI0B U MapuIpyTu3aTopa Juist mpotokonos [Pv4 u [Pv6. YcerpoiicTBo MapmipyTuza-
Topa — IIpoueccop, namsTe, onepanuonHas cucrema. llogxitoueHne K MapIIpyTH3aToOpy 4Yepe3 pazauyHbIe MOPTHI.
Hacrpotiika HCXOHBIX TapaMeTpOB, HHTEP(HEHCOB, IIUTI03a 110 YMOIYAHHIO U JPYTUX XaPaKTEPUCTUK MapLIPYTH3aTOpa.

TpaHCHIOPTHBINA YPOBEHb

Hasnauenvie n 3aauu TpaHCIIOPTHOTO YPOBHSI.

MynbpTHIIEKCHPOBaHUE ceaHcoB cBA3U. Onucanre u cpaBHeHue npoTokosnoB TCP u UDP — HaneXHOCTh U MPOU3BO-
JIUTEIHHOCTD, 001acTh IpuMeHeHus1. Anpecarust mopToB u cermenTtanus TCP u UDP. O6men ganasiMu o TCP. Ipo-
neccsl TCP cepsepa. ¥Ycranosnenne TCP-coennnenus u ero 3asepiieHue. [IpHHIUIBL «TPEXCTOPOHHETO PYKOIIOXKa-
tus» TCP. Hapéxuocts u ynpasienne notrokom TCP - IlogTBepxkaeHre NOIydeHNAs CETMEHTOB, OTEPs TaHHBIX U
MOBTOPHAs Nepe/iaua, yrnpasiieHue notokoM. OOMeH paHHbiME ¢ ucnosb3oBanueM UDP. TIpomeccsr u 3anpocst UDP-
cepsepa, UDP-gararpamMel, nponeccsl UDP-knuenTa. [Tpunosxkenmus, ncnonssyromue UDP u TCP.

IP-agpecamus

Crpyxkrypa [Pv4-anpeco. CereBast u y3ioBas yactb [P-aapeca. [IpeoOpazoBanue aapecoB Mex 1y JBOUYHBIM U JIECSI-
TepUYHBIM TIpejcTaBienneM. Macka nmoacetu [Pv4. CeteBoit aapec, aapec y3iia U NUPOKOBEIMATEIHHBIA afpec CeTH
IPv4. IlpucBoeHue y3ny cTaTuueckoro u fuHamudeckoro IPv4-aapeca. Muoroaapecnas nepenada. [lyGnnunsie u
yacTHble [Pv4-anpeca. IPv4-anpeca cnennansHoro HasHaueHus. [Ipucsoenue IP-agpecos.

CoBMecTHOE UCITOJIb30BaHMe MpoTokoyioB IPv4 u IPv6: nBoiiHOM CTEeK, TyHHEINpOBaHue, Ipeodpazoranue. [Ipen-
craBinenue IPv6-anpecos. [IpaBuna cokpamenus 3anucu [Pv6-anpecos. HauBUAYyanbHbIHM, IPyNIOBOH, TPOU3BOJIb-
HbIi T [Pv6-anpecoB. CTpyKTYpHI JOKaIbHOTO U r100aNbHOr0 HHIMBUAYadbHBIX IPv6-anpecos. Ctatnueckas u
JMHAMHYECKash KOHQUrypaliu rio0aaIbHOro HHAUBHyainbHOro ajapeca. [lponece EUI-64 u cinyyaitHo crenepupo-
BaHHBII naeHTUHUKATOp MHTepdeiica.




ICMP-cepBucel. Otnnums 1 mpotokosoB IPv4 u IPv6. Coobmenus ICMPVI6 «3ampoc k Mapiiupytuzaropy», «O0b-
SIBIICHUE OT MapIIpyTH3aTOpa», «3arpoc coceAHEro y3na» u «OObIBICHUE COCETHETO y37a». TeCTUPOBAaHHUE CETH C
MOMOIIBIO 3X0-3ampocoB. TpaccupoBka MapuipyTa. Bpemst MpoXokIeHHs CUTHANIA B IPSIMOM M OOpaTHOM HarpanJie-
Husx (RTT). Bpems xwusan (TTL) IPv4 u penen mepexoos IPv6.

Pa3znenenne IP-cereii Ha moacern Cermenranus [P-cereit. OOMeH naHHBIMU MKy nojceTsmu. [InanupoBanue ani-
pecanuu B nozceTsx. PacueTHeie hopMyIIbl Ui cCerMEHTAIMK ceTH. Pa30ueHne Ha MOJICETH HAa OCHOBE TPEOOBaHUI
Y3JI0B U CeTeH, B COOTBETCTBHH C TpeOoBaHUAME ceTell. Onpeenenne MacKu mojiceT. Pa3dbnenne Ha MOJICETH C HC-
MTOJIb30BaHUEM Macku repeMeHHou nmuasl (VLSM). bazoBast Momens u HazHadeHue 0710koB aapecoB VLSM. Ilrann-
poBanue aapecanuu cetd. OcoOeHHOCTH npoekTupoBaHusi [Pv6-cetu. Pa3zOuenue Ha moJceTH ¢ UCHOIb30BAHUEM
nnaeHTudrKaTopa uaTepderica.

10

Pa3nenenne IP-cereii Ha moaceru Cermenranus [P-cereit. OOMen maHHbIME MexXay nonceTsimu. [lmannpoBanue an-
pecanuu B moaceTsx. PacueTHble (opMynbl Ui cerMeHTanuu ceTd. Pa3OueHne Ha mojaceTn Ha ocHOBE TpeOoBaHUI
y3JI0B U CETeH, B COOTBETCTBUU C TpeOoBaHMAMHU ceTeil. OnpeneneHue Macku nojcetu. PazoueHue Ha MoJICEeTH ¢ UC-
MOJIb30BaHUEM Macku repeMmenHoi mmHbl (VLSM). bazoBas monens u HazHaueHne 6110koB agpecoB VLSM. Ilnanu-
poBanue aapecanuu ceTr. OcoOeHHOCTH mpoekTupoBaHusi [Pv6-cetn. PasOnenne Ha MOICETH C UCIOIB30BAHHUEM
uaeHTudukaropa nHTEpdeica.
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YpoBeHb npuiioxKeHui
YPpOBEHD IPUIIOKEHUN, YPOBEHD IIPEJICTABICHUS U CEAHCOBBIN YpOBEeHb. [IpuMepsl pacipOCTpaHEHHBIX IPUIIOKEHUH.

[IpoToxomns! ypoBHs npunoxennit. OqHopanrossie cetu (P2P). Monens tumna «xiueHT-cepBep». O030p MPOTOKOIOB
HTTP, HTTPS, SMTP, POP u IMAP. Cnyx06a nomennsix umeét (DNS). @opmar coobmennit u nepapxus DNS. Ytu-
muTta «nslookupy. Ciysx6a DHCP. IIpotokon nepenauu ¢aiinos (FTP). [Iporokon oOMeHa O10kamMu cepBEPHBIX CO00-
mennii (SMB). Konnermnn «Beeobwemmromuii Matepaer» BYOD. JlocTaBka JaHHBIX IO KOHBEPTEHTHBIM CETSIM.
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CamocTrosiTeqibHast padoTa
YpoBeHb npuiioxkeHui
YPpOBEHB IPUIIOKEHHUN, YPOBEHD IIPEJICTABIEHUS U CEAHCOBBIN YpOBEHb. [IpuMepsl pacipOCTpaHEHHBIX TPUIIOKEHUH.

IIpoTokomns! ypoBHs npunoxenuid. OgHopanrossie cetu (P2P). Mozaens Tuna «kiueHT-cepsep». O630p MPOTOKOJIOB
HTTP, HTTPS, SMTP, POP u IMAP. Ciyx6a nomenubix um€H (DNS). dopmat coolmennii n uepapxust DNS. YTu-
suta «nslookupy. Ciysx6a DHCP. IIpotokon nepenauu ¢aiinos (FTP). [Iporokos oOMeHa O10kamMu cepBEPHBIX CO00-
mennit (SMB). Konnermun «Bceeobsemmromuii Marepaer» BYOD. JlocTaBka JaHHBIX TI0 KOHBEPTEHTHBIM CETSIM.

13

Co3nanne 1 HaCTPOIKa He0OJILIIOKH KOMIIBIOTEPHOMH CeTH

[MnanupoBanue u co3aHre HEOOIBIONW KOMITBIOTEPHOI CETH: ONpeielieHIe KIFUEBBIX (PakTOpOB, BEIOOP TOMOJIOTHU
U CETEBBIX YCTPOICTB, BBIOOP M HACTPOHKa IIPOTOKOJIOB, CUCTEMBI aJipecaliui. Mepsl 110 o0ecredeHnto 0e301acHOCTH
CeTH. YS3BHMOCTH M CeTEBbIE aTaku. Pa3BenpiBaTenbHble aTaku, ATaku goctyna, Otkas B o0ciyxuBanuu (DoS-
ataku). PesepBHOE KOnMpoBaHue, 0OHOBJICHUE U YCTAHOBKA UCIPaBICHUH. MexceTeBble SKpaHbl. AyTeHTU(UKALNS,
aBTopu3anus 1 yuaér. Bkmouenne npotokomna SSH.
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14 | Co3naHue U HACTPOIiKa HeDOJILIIOI KOMIBIOTEPHOI CeTH
DaiifoBble CHCTEMbI MapIIPYTH3ATOPOB U KOMMYTATOPOB. Pe3epBHOE KOMMPOBAHNE W BOCCTAHOBICHHE C TIOMOIIBIO

TEeKCTOBBIX (paitnos, mpotokoia TFTP, USB-nakonutens. Berpoennsie cimyx0b1 Mapripytusanuu. [lognepxka Gec-
MPOBOJHBIX MOAKIIOUYEHH. HacTpolika BCTpOEHHOT0 MapUIpyTHU3aTopa

B mom uucne npakmuyueckux 3anamuil u 1a60pamopHsix paoom

1 | OpakTnyeckas padora 1 CocraBieHue KapTsl ceTH HTepHET ¢ MOMOIIBIO YTHIIUT «ping» U «traceroute»

2 | IpakTnyeckas padora 2 Co3gaHue MpoCTON CETH:

YcTaHoBKa ceaHca KOHCOJIH € CETEBBIM 000pyI0BaHUEM MpY oMouIu nporpammsl Tera Term;
Co3naHue ceTu;

Hacrpolika OCHOBHBIX IapaMETPOB KOMMYTaTOpa.

3 | IpakTuyeckas padora 3 [IpocMoTp ceTeBoro Tpaduka ¢ moMomsio nporpammsl Wireshark.

4 | MpakTnyeckas padora 4 [TogkiroueHHEe KOMITBIOTEPOB K CETH C MTOMOIIBIO Kabeneil 1 0ecripOBOAHBIX aanTepOoB:
OrnpeneneHue CeTEBbIX YCTPOICTB U KAHAIOB CBSI3U;

OO0KHUM CETEBOTr0 Kabes;

IIpocMOTp 1aHHBIX 0 O€CITPOBOIHBIX M MPOBOAHBIX CETEBBIX aanTepax.

5 | IpakTuueckas padora 5 M3ydyenue Ethernet-rexnonoruii:

IIpocmotp MAC-anpecoB CeTeBBIX YCTPOUCTB;

N3zyuenne xaapos Ethernet ¢ momomibio nporpammsl Wireshark;

IMpocmotp ARP ¢ nomormpto nporpammel Wireshark, unarepdeiicoB komananoii ctpokr Windows u 10S;
Hcnonb3oBanue naTepderica komanaHoi ctpoku 10S ¢ Tabnmunamu MAC-anpecoB KOMMyTaTopa.

6 | IpaxTuyeckasi padora 6 [TocTpoeHue ceTn Ha Oaze MapIIpyTH3ATOPa:
[TpocMoTp TabIHUIl MapIIPYTH3AINHN Y3II0B;

N3zyueHne pU3MUECKUX XapaKTEPUCTHK MapIIpyTU3aTOPa;

Coznanue ceTH, COCTOsIIeH 13 KOMMYTaTopa U MapuIpyTH3aTopa.

7 | IlpakTuyeckasi padora 7 V3ydeHne TpaHCIIOPTHOTO YPOBHS:

Habmonenue 3a npoueccom TpéxcroponHero «pykonoxarus» TCP ¢ nomomisio mporpammel Wireshark;
N3zydenne 3axBaueHHbIX JaHHBIX DNS UDP ¢ momonisro mporpaMmsl
Wireshark;

Uzyuenwne 3axpayeHHbix naketoB FTP u TFTP ¢ nomonipio nporpammer Wireshark.

8 | IpakTuueckas padora 8 Hacrpoiika IP-anpecanuu:

HUcnonp3oBanue kanpkyisitopa Windows B paboTe ¢ CETEBBIMH aJIpecamu;
Kongepranus [Pv4-aapecoB B JBOUYHYIO CUCTEMY CUHUCIICHUS;
Omnpenenenue [Pv4/IPv6-anpecos;

Hactpoiika [Pv6-agpecoB Ha CEeTEBBIX YCTPOHUCTBAX;
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TecTupoBaHme cETEBOTO MOIKIIIOUYCHUS C TIOMOIITBI0 KOMAHT «ping» 1

«traceroutey.
9 | lpakruyeckas padora 9 Cermenranus [P-cereit:
H3yyeHne KalbKyJIsSTOPOB IMOACETEH;
Pacuér noxacereii IPv4;
Paznenenue cerell ¢ pa3TMUHBIMU TOIIOJIOTHSIMU HA MOZCETH;
PazpaboTka u BHeIpeHHE CXEMBI apecaliuy, pa3aencHHol Ha moacet [Pv4-cetu;
Pa3paboTka u BHeipeHne cxeMbl aapecanuu VLSM.
10 | | pakTuueckas padora 10 P-angpecanms:
Ananmu3z Tpadrka 0qHOAIPECHON TIepenayH, IMUPOKOBEMATEILHON M MHOT0AIPECHON PACCHUIKH;
Hactpoiika agpecanmu IPv6.
11 | Ipakruueckas padora 11 IIposepka aapecanmu IPv4 u [Pv6;
OTtpaboTKa KOMIJICKCHBIX IPAKTHYECKUX HABBIKOB.
12 | IpakTtuyeckas padora 12 Cermenramus [P-cereii.
13 | lIpakTnyeckas padora 13 Opranuszauus MOACETH MO PA3TUIHBIM CLEHAPHSIM;
PazpaboTka u BHepeHne CTpyKTyphI aapecamnn VLSM;
Brenpenue cxemsl aapecanuy, pa3aenéunoi Ha noaceru [IPvo-cetu;
OTpa6OTKa KOMILJICKCHBIX ITPAKTUYCCKUX HABBLIKOB.
14 | IIpakTuyeckas padora 14 OpraHnzanus MOJCETH MO Pa3THIHBIM CIIEHAPHUSIM;
PazpaboTka u BHenpeHne CTpyKTYphI aapecamnn VLSM;
BHenpeHue cxeMbl aapecaliuu, pa3eiéHHoi Ha nojaceru IPv6-cery;
OTtpaboTKa KOMIJICKCHBIX MPAKTHYECKUX HABBIKOB.
15 | IIpakTu4yeckas padora 15 V3yueHre OCHOBHBIX CETEBBIX CITYXKO:
N3ydenue GpyHkimuu oOMeHa QaiiyiaMi MeX 1y OJJHOPAHTOBBIMHU YCTPONCTBAMHU ONPeIeICHUE MTPeoOpa3oBaHUii
PAT,;
N3zyuyenue npasua padotsl DNS.
16 | IIpakTnyeckas padora 16 M3syuenue npotokona FTP
17 | Ipakruyeckas padora 17 ObecnieueHne 0€30I1aCHOCTH CETH.
18 | IIpakTu4yeckas padora 18 l3ydyeHue yrpo3 ceTeBoii 0€30MacHOCTH;
JIOCTYII K ceTeBBIM yCTpOMCcTBaM 1o MpoToKoay SSH.
19 | IpakTnyeckas padora 19 ObGecneueHne 6€30MaCHOCTH CETEBBIX YCTPOMCTB.
20 | IMpakTuyeckas padora 20 AHanM3 KOMIIBIOTEPHOH CETH M HACTPOWKa MapLIpyTH3aTopa:

ITpoBepka 3a/iepKeK B IEPelaun CETEBBIX MTAKETOB C MIOMOIIBIO YTHIIMT «ping» U «traceroutey;
Hcnonb3oBanue naTepdeiica komanaaoi ctpoku (CLI) mist cbopa cBeieHHH 0 CeTEBBIX YCTPOMCTBAX;
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VYnpasnenue ¢aiinamMu KOHGUTypanuy MapIIpyTH3aTOpa ¢ IMOMOIIBIO IPOTPaMMBI SMYIIALINH TEPMUHANA;
VYrpasnenue ¢aitnamu koHpUrypauu yctpoiicts ¢ ucnonb3oBanueM TFTP, daem-namstu u USB-Hakonurenei;
3yuyeHue npouenyp BOCCTAHOBJICHUS APOJIEH.

21

I[pakTuyeckasi padora 21 AHanu3 KOMIIBIOTEPHON CETH U HACTPOMKA MapIIPyTHU3aTOpa:

[TpoBepka 3aepKeK B epeaayl CETEBbIX MAKETOB C IIOMOIIBIO YTHIIUT «ping» U «traceroutey;

Hcnons3oBanue natepdeiica komananoi ctpoku (CLI) muist cOopa cBeAeHui 0 CeTeBBIX YCTPOMCTBAX;
Ympasnenue (aitnmamu KOHQUTYPALUK MapIIPyTA3aTOPa C IIOMOIIBI0 TIPOTPAMMBI SMYIIAIINN TEPMHUHATIA;
Ymupasnenue daitiaMu KOHQUTYpAIUU YCTPOUCTB ¢ ucnoib3oBanueMm TFTP, dnemr-namsatu u USB-Hakonureneii;
M3yuenue npouenyp BOCCTAHOBJICHUS MApOJIeil.

22

IpakTnyeckas padora 22 [IpoekTUpOBaHUE U CO3JAHUE CETH [ MaJIOr0 IPEANPUATHS — HUTOTOBBII MTPOEKT.

23

IpakTuyeckasi padora 23 [IpoeKkTUPOBAaHUE U CO3IaHUE CETU JJIS MAJIOTO MPEANPHUITUS — UTOTOBBI ITPOEKT.

24

IpakTnyeckas padora 24 [IpoekTUpOBaHUE U CO3JAHNE CETH [T MAJIOTO TPEANPUATHS — UTOTOBBII MTPOEKT.

2

Hroro 3a cemecTp

76 (28/48)

Tema 1.2. IlpuHIUNIBI
MapHIPYTH3AUHH U KOM-
MyTalun

Cooepocanue

40 (18/22)

1

BBenenue B KOMMyTHpYyeMble CeTH

O0bvenunénnnie cetu. Mepapxus B KomMyTupyemoni cet. Porrs kommyTupyemsix ceteil. Kommytupyemas cpena.

Junamraeckoe 3amonaenue Tadmuisl MAC-anpecoB kommyTaTopa. MeTo sl Iepechlika Ha KomMyTaTope. Kommy-

TaIus ¢ MPOMEXYTOUHBIM XpaHeHHeM. CKBO3Hass KOMMYTAIHSL.

KommyTtarmmonnsie qomeHbl. CHUKEHUE TIEPETPY30K CETH.

OcCHOBHBIC KOHLICNIIIUM M HACTPOIIKA KOMMYTALUH

OcHOBHBIE KOHLIETIIUH U HACTPOWKa KoMMyTaluu. [lepBoHavyanpHas HACTPOHKa KOMMYTaToOpa U BOCCTaHOBIIEHHUE
nocJie cucteMHoro c6osi. Hactpotika moctymna asist 6a30Boro ynpasieHus kommytatopoM ¢ [Pv4. JlyrnekcHas CBs3b.
Hactpoiika noproB koMmmyTaTopa Ha Gpu3nyeckoM ypoBHe. DyHKIHS aBTOMATHYECKOTO ONpPEIeNICHHsI THITAa Kabes
(Auto-MDIX). ITpoBepka HacTpoek mopta kommytaTopa. [Touck u ycrpanenue mpobieM Ha ypOBHE JA0CTYIIa K CETH.
be3omacHocTh KOMMyTaTOpa. 3anUIIEHHBIN yanéHabid qoctyn. Hactpoiika SSH. PacipocTpanénubie yrpo3sl 6€3-
onacHocTH: nepenonnenue Tadnuisl MAC-anpecos, DHCP-ciiyhuHr, rcmons30Banue ysi3BUMOCTEH IPOTOKOIIA
CDP, Ataxu Telnet u np. AyauT u npakTHdecKue peKOMEHAINH 0 00eciedeHn o Oe30macHoCTH ceTh. be3omnac-
HOCTB nopTa koMmyTtaropa. Orcnexxuanue DHCP cooGiienuii. @yHkiust 6e30macHOCTH opTa. BHIbl 3a1uThl
MAC-anpecoB. Pexxumbl pearrpoBanus Ha HapylieHue 6e3onacHoctu. [IpoBepka u HacTpoiika moptoB. [IpoTokon
cereBoro Bpemenu (NTP).

2

Bupryanbnsie 1okajabHble ceTd (VLAN)

Buptyanbsnsie nokanbubie cetr (VLAN) — kimaccudukaius 1 OCHOBHbIC XapaKTepPUCTHKH. TPaHKU BUPTYATBHBIX
cereil. KonTponp mmpokoBemarenbHbIx 1oMeHOB B ceTsix VLAN. TerupoBanue xanpos Ethernet ans nnentuduxa-
mn cetd VLAN. Ceru native VLAN u teruposanue crangapta 802.1Q. Teruposanue rojgocooii VLAN.
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Peanuzanuu BupTyanbHO# TokaibHOM ceTn. Haznauenue nopros cetsim VLAN. HacTpoiika TpaHKOBBIX KaHAJIOB.
IIporoxon nuHaMuveckoro coznanus TpankoBoro kanana (DTP). Ilouck u ycTpaHeHue HETIONa0K B BUPTYaIbHBIX
JIOKaJhHBIX CETSIX U TPAHKOBBIX KaHanax. [Ipobiemsr ¢ IP-anpecarueii cetn VLAN. HecoBmanenus pe:kxuMoB TpaH-
KoBO# cBs3m. [IpoexkTrupoBanue u obecneuenne 6e3omacaoct VLAN: hopping, ciypuar KoMMyTaTopa, aTaka ¢
nBoiHBIM TerupoBanueM, Cetb PVLAN nepumerpa. [IpakTuueckue peKOMEHAIMHU TI0 IPOSKTUPOBAHUIO BUPTYaIb-
HOM JIOKaJIbHOM CETH.

KoHuenuust MapmipyTusanuu

Hacrpoiika mapmpyTrzaropa. MexaHu3MBbI IepechlIKy MakeToB. [loakimrouenne u HacTpoiika ycTpoiict. CBeTonun-
OJTHBbIE MHIMKATOPHI Ha MapLIpyTH3aTope. AKTUBaIMs U HacTpolika IP-anpecanuum. [IpoBepka cBI3HOCTH ceTeit ¢
npsAMbIM noAxItoYeHneM. I1posepka HacTpoek unTepdeiica. PunbTpanys BHIXOAHBIX JaHHBIX KoMaHX «showy. Kom-
MyTalys HaKeToB Mexay ceTssMu. DyHKIUS KOMMYTalluy MapipyTtuzaropa. Mapmpyrusanus nakeros. Onpenesne-
Hue myTy. [Iponecc npuHATHS penieHns o epecbuike nakeToB. Beibop ontumansHoro nyTu. [Iporokons RIP,
OSPF, EIGRP. Pacripenenenue Harpy3ku. AAMUHUCTpUpOBaHKEe paccTosiHue (AD) n HagexxHOCTh MapupyTa. AHa-
713 TabJIUL MapIIPYTU3aLUU — HICTOYHUK JaHHBIX, IPUHIUIIE! (JOPMUPOBAHUE BO3MOXHOCTH HACTPOMKH. 3anucu
TaOJMIIBI MAPLIPYTU3AIMHU JJISI CETEH C MPSIMBIM MOJKITIOUCHHEM. 3aJaHie CTaTHYeCKHX MapipyToB. [IpoTokoms
JuHaMHuueckoi Mapupyrusaun cereit IPv4 u IPvo.

Mapumpyruzanus mexny VLAN

[puanumsr padoTs! Mapmpytusanuu Mmexxay VLAN. HacTtpoiika mapmpyTu3anun Ha 6a3e MapIipyTH3aTOpPOB C He-
CKOJIbKMMH (DU3MUYECKUMHU HHTepdeiicaMu, ¢ UCIIOIb30BaHHEM KOH(pUTypaluy router-on-a-stick, uepe3 MHOroypoB-
HeBBIH KoMMyTaTOp. [IpoGiemsl mapmpyTuzanuu Mexay VLAN. IIpoBepka koHUTypaluy KOMMyTaTopa u
HacCTpoek Mapiipytuszaropa. Hemomanku B pabore uaTepdeiica. Ommoku B [P-agpecax n Mackax moJCeTH.
Hacrpoiika u pabota koMMyTaluu Ha 3-M ypoBHe. MapmipyTtuzanus mexxay VLAN depe3 BUpTyallbHbIE HHTEP-
(eiicel KOMMyTaTopa, MapHIPYTH3UpyeMbIe TOPThL. Hemoaiku B HACTPOMKax KOMMyTaTropa 3-To ypOBHSI.

CraTnyeckasi MapLIpyTH3aLUsI

[Ipeumy1iecTBa 1 3a/1a4M CTATUYECKOW MapIIpyTH3aUuH. THIIBI CTATHYECKUX MApLIPYTOB: CTAHJAPTHBIH, IO yMOI4a-
HUIO0, CyMMapHBIH, MiaBatommid. Hactpoiika cratuueckux mapupytoB [Pv4 u [IPv6. Komanna «ip route». MapmipyT
creayroero nepexoaa. Hanpsamyio nokito4€HHbIN cTaTUYECKUI MaplIpyT. [I0JIHOCTBIO 3alaHHBIN CTaTUYECKUI
MmapuipyT. Hactpolika cratuueckoro Mapupyta no ymonuanuio. Kinaccosas anpecanus. KiraccoBbie Macku MoJCETH.
BeckiaccoBast mexpomennas Mapupytusanust CIDR. O0beaunenne mapipyToB. Opranuzanus cynepcerei. Hc-
MOJIb30BaHUE MAcoOK NojaceTH pukcupoBanHoi anuabl (FLSM). Macka noacetu nepemennoi ainunbl (VLSM).
Hactpolika cymMMapHBIX M IUIaBAIOLIMX CTAaTUYECKUX MapupyToB. Pacuér cymmapHoro mapmpyra. O0beguHeHne
cereBbIx agpecoB [Pv4 u [Pv6. Ilouck u ycTpaHeHHE HEMOIaA0K B HACTPOMKAX CTATUYECKOT0 MapLIpyTa U MapLIpyTa
M0 YMOJYaHHIO.

JluHaMuyeckas MapupyTH3auus

[IpoTOoKOJIBI AMHAMHYECKON MapIIpyTU3aLUH — HA3HAUYCHHUE, TPUHLUIBI pa0oThl U UcTOpHs pa3BuTHs. CpaBHEHHUE
JUHAMUYECKOW M CTAaTHYECKOH MapiipyTH3anuu. [IpuHIUIEI paboThl TPOTOKOJIOB MapIIPYTH3AIMH: ITyCK MOCIe
BKIItOUeHUS nutanusi, CereBoe oOHapykenue, OOMeH JaHHBIMHU MapipyTtu3aiuu, OoecrneueHue cxoaumocTu. Kiac-
cudukauus nporokonoB Mapupytusaud. IIporokosnst IGP u EGP. luctraHumoHHO-BeKTOpHBIE TPOoTOKOJbI RIP,
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IGRP. [Ipotokonsr MapmipyTu3aiuu o coctostamo kanana OSPF u IS-IS. KitaccoBrie 1 6eckitaccoBbIe IMPOTOKOIIBI
MapIIpyTH3auu. XapakKTePUCTHKH U METPUKH MTPOTOKOJIOB,

JuHaMuyeckas JUCTaHIIMOHHO-BEKTOPHASI MapIIpyTu3auus. JJucTaHIMOHHO-BEKTOPHBINA aaropuT™M. MexaHu3Mbl
OTIIPaBKH M MOYYIEHHUS JAHHBIX MapIIPyTA3ANNHN, pPACIE€Ta ONITUMANBHBIX yTel U J00aBICHUS MapIIPyTOB B Tab-
JIUILY MaplpyTU3aliy, OOHapYKeHUs U pearnpoBaHus Ha U3MEHEHus B Tononoruu. Hactpoiika nmpotokomna RIP:
BkitoueHue RIPv2, oTkimouenne aBToMaTHYECKOro 0ObeAMHEHNSI, HACTPOIKa TACCUBHBIX UHTEp(decoB, mepeaayda
MapuipyTa no ymoa4anuro no ceru. Hactpoiika nporokona RIPng. IIponiecc MapmpyTu3auuu o COCTOSHUIO Ka-
nana. Hello nmporokon. maker coctosinust kanana (LSP). JlaBuHHas paccbulka TaKeTOB COCTOSIHUS KaHaia. JlaBHHHAS
pacchlIKa makeToB cocTossHus kanana. Coznanue nepesa kpatdaimux nytei SPF. Jlo6asnenne mapupytoB OSPF B
TabnuIly MapmpyTu3anui. HegoctaTku mpoTOKOIOB MapIIPyTHU3aIliH TI0 COCTOSIHUIO KaHaia. Tabmuma MapmpyTH-
3anuu. 3amucy ¢ IPSIMBIM TMOAKITIOUEHUEM 1 yIaneHHON ceTH. lnHaMmuyecku momydaembie MapmpyTsl [Pv4/6. Tpo-
L[ECC MOMCKA MapHIpyTa.

OSPF nas onnoii odsactu CemeiictBo nmpotokonoB OSPF. XapakTepucTuky, IPUHIUIEI paOOTHI 1 KOMIOHEHTHI
OSPF. Oco6ennoctu OSPF mist ogHOM 1 HECKONBKHX obnacteit. MaructpanbHast 061acts. MHKancymsims cooore-
uuit OSPF. Tunel naketoB OSPF: naker npuBercteus (hello), maker onucanus 6a3el qanneix (DBD), maket 3ampoca
cocrosinus kanana (LSR), maker oOHOBieHuUs cocTtosius KaHana (LSU). makeT moaTBep:KICHUS COCTOSTHHS KaHaja
(LSAck). O6noBnenus cocrosiaust kanana. Paboune cocrossaus OSPF. Brinenennstii (DR) u pesepBHBIN BbIIEICH-
He1id MapapyTtuzatop (BDR). Cuaxpornszanus 6a3 nanasix OSPF. Hactpoiika OSPFv2 ns ogHolt o6mactu. Pexxum
KOH(HTYpalu WACHTUPHUKATOPBI MapiipyTu3aropa. Vcmons3oBanue narepdeiica loopback. Briarouenne OSPF nHa
unTep(eiicax. [llabnonnas macka. Komanma «network». Hactpoiika maccuBHbIXx naTepdericoB. @opmyna pacuéra
metpuku crommoctu OSPF. Hactpoiika 3HaueHmit nmporyckHo# ciocoOHoctr uaTepdeiica. [IpoBepka cocennux
YCTpOIMCTB, HACTPOEK NMPOTOKOJIa, TaHHBIX Mpolecca U Apyrux xapakrepuctuk OSPF. Cpasuenune OSPFv2 u
OSPFv3. Anpeca tuna link-local. Toonorus cetu OSPFv3. Hactpoiika uneHtudukaropa MapupyTiusaTopa
OSPFv3. Bkmtouenne OSPFv3 Ha unTepdeiicax.

Cnuckn koHTpoJst xnocryna (ACL)

Criucku kouTpods gocryna (ACL). [Tpunnun padotst ACLcenuckoB. Turst ACL-cimckoB Cisco anst [Pv4. [pucan-
BaHue HOMepoB U UMEH ACL-crinckam. Pacuér mabdmonnoit macku B ACL-crinckax. PexomeHnamuu mo co3aaHuio u
pa3memennto ACL-cinckoB. PazMemenne crangapTHeIx U pacmupeHHblx ACL-crinckoB. Hactpolika cTanapTHOro
ACL-criucka. [Tpumenenue crangaptHeix ACL-crinckoB Ha nHTepdeiicax. Kommentapun k ACL-cimckam. [Ipo-
BEpKa M pelakTHpOBaHne cTaHaapTHRIX HyMepoBaHHbIX ACLcnuckoB. ACL-ctaructuka. 3amura noptoB VIY ¢ no-
Moeto ctanaaprHoro ACL-cniucka IPv4. Ctpykrypa u HacTporika pacmupeHHbIXx ACL-ciickos s [Pv4. @unb-
Tpauus Tpaduka c ucronb3oBaHueM pacmupeHHbIX ACL-ciMcKoB.

ITouck n ycrpanenne Henonanok ACL-criuckoB. Pacripoctpanénnsie ommbkn ACL-cnickoB. CpaBHenne ACL-
ciuckos juist IPv4 u IPv6. Hactpoiika u nposepka ACL-cnimckos st IPv6.

IIporoxoa DHCP

[Iporokon DHCP. DHCPv4: 6a3oBas onepartius, hopMaT COOOIICHUH, COOOIIEHUsT 00HAPYKEHUS U MPEITI0KCHHMSL.
Hacrpoiika, mpoBepka u perpancisinus npoctoro DHCPv4-cepsepa. Hactpoiika mapmpyTuzaTopa B KauecTBE
DHCPv4-knuenta. Hactpoiika mapipytusaropa kiacca SOHO. Ilouck u ycTpaHeHre HEMoIal0K B paboTe Mapuipy-
tuzatopa DHCPv4. Ilporokon DHCPv6. ABTomarndeckas HacTpoiika aapeca 6€3 OTCIeKHBAHUS COCTOSIHUS
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(SLAAC). Ipuamun padotsl SLAAC ¢ DHCPv6. DHCPv6 ¢ u 6e3 oTcinexxuBanwmst coctosaus. [Iporeccer DHCPVG.
HacTtpoiika mapmpytuzaropa B kauectse DHCPv6-cepsepa 1 DHCPv6-knuenTa. Ilouck u ycTpaHeHue HEMONIaA0K B
pabore DHCPv6.

IIpeoOpa3zoBanne ceTeBbIX aapecon IPv4

[IpeoOpazosanue cereBbix anpecoB IPv4. KonmenryansHoe npeodpa3zoBanue ceTeBbix aapecoB (NAT). TepmuHomo-
rust 1 npuHOUIB paboTel NAT. [IpoctpancTBo yacTHeix [Pv4-agpecos. Ctatuueckoe U JUHAMUYECKOE Tpeodpa3oBa-
Hue cereBbix agpecoB (NAT). IIpeo6pazoBanue anpecos moptoB (PAT). Cpasaenne NAT u PAT. [Ipenmymiectsa u
Henoctatku NAT. Ananmu3 cratudaeckoro npeodpazoBanus NAT. [Ipuamun padots! auHamMmdeckoro NAT
Hactpoiika u nposepka NAT, PAT. [lepeanpecarus nopro. Hactpoiika NAT u npotokona IPv6.

ITonck n ycrpanenne Henonanok B padore NAT.

B mom uucne npakmuyueckux 3anamuil u 1a60pamopHsix padbom
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1

IIpakTuyeckas padora 25 Hactpoiika koMmMmyTaTopa:

bazoBas HacTpoiika KOMMYTaTopa;

Hacrpoiika mapamMeTpoB 6€30MacHOCTH KOMMYTATOpa.

Hactpoiika 0e30nmacHOCTH KOMMYTaTOpa:

Hacrpoiika nporokomna SSH;

Hacrpoiika ¢pyakunu Switch Port Security;

[Touck u ycTpaHeHHE HEToaI0K B cucTeMe 0e30MacHOCTH IOPTOB KOMMYTATOpPa;
OTtpaboTKa KOMIJICKCHBIX MPAKTHYECKUX HABBIKOB.

IpakTuyeckas padora 26 Koudurypamms cereit VLAN:

Kongurypanus cereit VLAN U TpaHKOBBIX KaHAJIOB;

[ouck u ycTpaHeHHe Henonaaok B koHpurypamuu VLAN;

Peanusanus cucteMsl 0e3onacHocTu cetd VLAN;

Peanm3zarms cereit VLAN st cerMeHTalMY ceTel PeNpUsTHI MaJloro U CpeHero Ou3Heca.

IpakTuueckasi padora 27 Hacrpolika MapiipyTu3aropa:
Hcnonp3oBaHue KoMaHabI traceroute uis 0OHAPYKEHUS CeTH;
JlokyMeHTHpOBaHUE CETH;

Hacrpoiika uarepdeiico IPv4 u IPv6;

HacTtpoiika 1 mpoBepka HEOOJIBIIOH CeTH;

HccnenoBanue MapipyToB ¢ IPSMBIM TOAKIIOUEHUEM.

Hacrpoiika mapuipytuzanuu:

CocraBnenue cxemsl ceTn IHTepHeT;

Hactpoiika 6a30BbIX TapaMeTpOB MapIIpyTH3aTOpa ¢ OMOIIbI0 HHTEepdetica komanaHo# ctpoku (CLI) cuctemsr
Cisco 10S;

Hactpoiika 0a30BbIX TapaMeTPOB MapiipyTuzaropa ¢ nomorisio CCP,

IpakTnyeckas padora 28 Mapupyruzanus mexxay VLAN:

Hactpotiika mapmpytuzanun mexay VLAN mist kaxnoro uarepderica;

Hacrpoiika mapmpytuzanuu Mexxy VLAN Ha ocHoBe ctanaapta 802.1Q u TpaHKOBOTO KaHauna;
Ilonck u ycTpaHeHHe HEMONAI0K B MapIIpyTHU3auu Mexay cetsimu VLAN.
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IIpakTuyeckasi padora 29 Hacrtpolika cTaTHUECKON MapIIpyTH3AIHH:
Hactpoiika cratnueckux mapupytos [Pv4/IPv6 o ymonuanmuro;

Pazpabotka n peanmzanus cxeMbl anpecaruu [Pv4 ¢ ncronp3zoBanneM VLSM;
Pacuér cymmapubix mapmpyTtos [Pv4 u [Pvo;

ITouck 1 ycTpaHeHue HEMOJIAAO0K CTaTUUeCKuX MapuipyToB [Pv4 u IPv6.

IMpakTnyeckas padora 30 Hactpoiika tTnHaMU4eCKOi MapIpyTH3ANN:
HccnemoBanne cXOOMMOCTH,
CpaBHeHHE METOZOB BEIOOpa IyTH B npoTokoiax RIP. Hactpoiika npotokosoB RIPv2 n RIPng.

IpakTnyeckas padora 31 Hacrpoiika nmporokonoB OSPF:
Hacrpoiika 6a3oBoro nporokona OSPFv2 mist ogHOM o0acTy;
bazoBas HacTpoiika nmporokona OSPFv3 mist ogHOM obmacTy.

IpakTnyeckas padora 32 N3yueHne MEXaHU3MOB pabOTHI CO CIIMCKaMU KOHTPOJISI JOCTYMA:
Harnsimaoe npencrapnenne padotel ACL-criicka;

HacTtpoiika crangaptasix ACL-ciickos;

Hacrpoiika ctanaapTHeIX ”MeHOBaHHBIX ACL-CIuCKOB;

Hacrpoiika ACL-cniucka st nuauid VTY;

Hacrpoiika pacimupennsix ACL-CIMCKOB AJIs1 Pa3INYHbIX CIIEHAPHEB;

[ouck u ycTpaHeHue Henonaaok B padore ACL-CITUCKOB;

Hacrpoiika ACL-crinckos [Pv6;

OTpa6OTKa KOMILJICKCHBIX MMPAKTUYCCKUX HABBLIKOB.

IpaxkTnyeckas padora 33 Hacrpoiika ACL-criuckoB:

Hacrpoiika u mpoBepka ctanaapTHeIX ACL-CITucKoB;

Hacrpoiika u nposepka orpannuennii VIY;

Hactpoiika u nposepka pacmmpeHHbIx ACL-ciickoB;

ITouck u ycTpaneHne HemoNa 0K B HacTpoiike u pazmeriennu ACL - ciickoB;
Hactpoiika u nposepka ACL-crinckoB g IPvé.

10

IIpakTuyeckasi pa6ora 34

Nzyuenue nporokonoB DHCP:

bazoras nactpoiika DHCPv4 na mapmpytuzatope;

baszosas Hactpoiika DHCPv4 Ha kommyTaTOpe;

[Touck u ycrpanenue Henonanok B pabore DHCPv4;

Hacrpoiika cepepa DHCPv6 6e3 oTcieKuBaHUS COCTOSIHUAS U C OTCIICKUBAHUEM COCTOSHUS,
[ouck u ycrpanenue Henonagok B pabore DHCPv6.

N3yuenne npotokona DHCP:

Hactpotiika nporokona DHCP ¢ momomieto koman Cisco 10S;

OTpaboTKa KOMIUIEKCHBIX TPAKTHYECKUX HABBIKOB.
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11 | IIpakTuuyeckas padora 35 [IpeoOpa3oBaHue CETEBBIX aJAPECOB: 2
Wzyuenne npuHnuna padotst NAT;
HacTtpoiika ctatuueckoro u auHamuueckoro NAT;
Peanmzanusa crarmueckoro n nuHamudeckoro NAT;
Hacrpotika nepeaapecanuu nopToB Ha Mapiipytusarope Linksys;
[TpoBepka, MOKCK W ycTpaHeHUe Henonaaok kondurypanuii NAT;
OTpaboTKa KOMIUIEKCHBIX IPAKTHYECKUX HABBIKOB.
Nzydenue padotel ¢ NAT u PAT:
Hacrpoiika gunamudeckoro u cratudeckoro NAT;
Hacrpoiika NAT-ryna ¢ neperpyskoit u PAT;
ITouck n ycrpanenue Henoianok kKoHpuryparmii NAT.
Hroro 3a cemecTp 40 (18/22)
BCEI'O 110(40/70)6
Paznen 2. Oprannzanus, 114
MIPUHLIUIIBI TOCTPOCHUS 1
(yHKIMOHUPOBAHUS KOM-
MBIOTEPHBIX CETEU
MJIK.01.02. Opranu3anyus, 114
NPUHIMITEI TOCTPOCHUS H
(yHKIIMOHUPOBAHUS KOM-
MBIOTEPHBIX CETeH
Tema 2.1. MapmipyTu3za- Cooeporcanue 40 (16/24)
nusl 1 KommyTanus. Mac- =
mraGupoanme cereii 1 | BBenenne B MacmiTabupoBaHue ceTeii § } 16
Peanuzanust npoekra cetu. [IpoekT nepapxuueckoii cetu. Pacmmpenue cetu. Beioop ceteBbix ycrpoiicTs. KommyTa-
IIMOHHOE 000pyToBaHKEe. MapIipyTH3aTOphl. Y IPaBIISIONINE YCTPOHCTBA.
2 | M30b1TouHOCTH LAN
ITonsTus mpoTokona spanning-tree. [Ipennasnauenne nporokona spanning-tree. Ilpunuun padotst STP. Tumnsl mpo-
tokosnoB STP. Hactpoiika nporokona STP. Hactpoiika PVST+. Hactpoiika Rapid PVST+. [1poGieMsl HacTpoiku
STP.
3 | ArperupoBaHue KaHAJIOB
OcHOBHBIE MTOHATHUS arperupoBaHus KaHanoB. ArperupoBanue kaHanos. [Ipunuun padotsr EtherChannel. Hactpoiika
arperupoBanus kaHanoB. Hacrpotika EtherChannel. [TpoBepka, MOMCK U yCTpaHEHHE HEMOJIA0K B paboTe
EtherChannel
4 | BecipoBoaHbI€e JOKAJbHbIE CETH
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Konmnenmmun 6ecripoBoHOM cBsI3u. BBeneHne B 6ectipoBoaHyto cBsa3b. KommonenTsl cereit WLAN. Tomomoruu ceteit
WLAN 802.11. [Ipunnumnst paboTsl 6ecnpoBOAHOM JoKanbHOU cetn. CTpykTypa Kaapa 802.11. dyHKkunoHupoBanue
OeCIIpOBOIHOM CBSI3U. YTIpaBlieHHE KaHajaMU. be30rmacHOCTh 0eCIIPOBOIHBIX JOKATBHBIX CETCH. YTPO3bI IS CeTeH
WLAN. O6ecnieuenne 6e3omacHoct WLAN. Hacrpoiika 6ecripoBOIHBEIX JOKAIBHBIX ceTei. HacTpotika OecripoBo/-
HOro MapupyTuzaropa. Hactpoiika GecipoBoiHBIX KIHEHTOB. [IoMCK U ycTpaHeHHe HEMoIaI0K B paboTe ceTei
WLAN.

Hactpoiika u yctpaHeHue HenoJiagok B padotre OSPF 1is onHoii 061actu

Pacmmpennsie mapameTpsl mpotokosia OSPF mis omHo# obmactr. MapmpyTr3amnus Ha YPOBHSIX paclpeIeIcHIs |
snpa. OSPF B ceTsx ¢ MHOXKEeCTBEHHBIM JOCTYIIOM. PacnipocTpanenue MapipyTa 1mo ymoia4anuto. ToyHass HacTpoika
narepdeticor OSPF. 3ammra OSPF. Ycrpanenune Henonaaok peanu3anun nmpotokoia OSPF mis omHo# o0nacTw.
CocraBIsronue MpoIeyphl IOUCKa B yCTpaHeHus Hettonanok B padore OSPF mis omHoit o6macth. Ilouck u ycrpa-
HeHHe Henonaaok B MapmpyTtu3anuu OSPFv2 mis onnoit obnactu. [louck u ycrpanenue Henonanok B OSPFv3 ms
OJTHOH o0JsacTu

OSPF nu1s1 HeckoJbKUX 00J1acTeit

[Ipuamun padotsr OSPF s Heckonmpkux obmactei. Haznauenne OSPF mns Heckonpkux oOmactei. ITpurImm pa-
ootel makeroB LSA B OSPF miis Heckonbkux obnacteid. Tabnuna mapiipyruzanuu 1 Tarbl Mapipytos OSPF,
Hacrpoiika OSPF mns Heckonpkux obnacteir. Hactpoiika OSPF ans Heckonmpkux obnacteir. OObeAMHEHNE MapIIpy-
toB OSPF. IIpoBepka OSPF mis HEeCKONIBKUX 00J1acTei.

B mom uucne npakmuyeckux 3anamuii u 1a60pamopHsIxX pabom
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1 | Pa3BepThIBaHHE KOMMYTHPYEMOM CETH C Pe3epPBHBIMH KaHAJIAMH

2 | Hactpoiika Rapid PVST+, PortFast u BPDU Guard

3 | Hactpoiika mporokona GLBP

4 | Onpenenenue TUHIOBBIX omMOOK KoHpurypaunu STP

5 | Hactpoiika EtherChannel

6 | Ilouck u ycrpanenue Henosagaok B padote EtherChannel

7 | ArperupoBaHue KaHaJIOB

8 | Hactpoiika 6eclipoBOJHOTO MapLIPYTHU3aTOPa M KIIMEHTa

9 Hacrpoiika 6a3oBoro nporokona OSPFv2 mnst ogHOM obnactu

10 | Hacrpotika OSPFv2 B ceTr MHOKECTBEHHOT'O JIOCTyIa

11 | Hacrpotika pacmmpensbix @yHkimii OSPFv2

12 | Iouck U ycTpaHeHHe HENoJIaoK B pabore ocHOBHBIX poTokosoB OSPFv2 u OSPFv3 ans ogHoit o0nacTu
13 | [ouck U ycTpaHeHHE HEMOJIAIO0K B paboTe ycoBepuieHcTBOBaHHOTO IpoTokoia OSPFv2 st oqHoit obaactu
14 | Bnajenne HaBbIKaMH MOMCKA M yCTpaHeHHs HenoJaaok B pabore OSPF

15 | Hactpotika OSPFv2 nyist HeckoIbKHuX 00s1acTeit

16 | Hactpotika OSPFv3 nisi HeCKoIbKUX o0sacTel

17 | louck u ycrpanenue Henonaaok B padore OSPFv2 u OSPFv3 mist HeckoabKuX obaactel

Cooepotcanue 62 (20/22/20)
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Tema 2.2. Coeqnnenue ce-
TeH.

IHoak/ioueHue K rj100a1bHOI ceTH

00630p TexHONOrHNH r106a1pHOM ceTh. Llens co3nanus rmodansHbIX ceTel. [IpuHIun paboThl TI00aIbHOM CeTH.
Br16op texHonoruu rnobdanpHol cetr. CepBHCH r100anbHON ceTr. MHBpacTpyKTyphl YaCTHBIX TTI00ANBHBIX CETEH.
HMudpactpykTypa 00IIe40CTYIMTHON TII00ATbHOMN ceTH. BEIOOp CepBHCOB II100aTLHOM CETH.

CoennHeHHE «TOYKA-TOYKA)

0030p NOCIEIOBATEILHOTO COSTUHCHHS «TOYKa-TOUKa». CBsI3b 110 MOCIIEA0BaTEIbHOMY KaHany. MHKancynsmus
HDLC. [punmun padotsr nporokoia PPP. TIpeumymectsa nporokona PPP. LCP u NCP. Ceance PPP. Hactpotika
npotokona PPP. Hactpoiika mporokomna PPP. Ayrenrudukarnus PPP. Ornagka coennaennii WAN. Otimanka PPP.

PemeHusi IMpOKOIMOJIOCHOTO 10CTYIA

VY nanéunas padorta. [Ipeumyinectsa ynanénHoii padotel. busHec-TpeboBaHus A1 yIaIEHHBIX paO0THUKOB. CpaBHe-
HHUE PEeNICHUH MUPOKOoNoiIocHoro nocrymna. Kadens. DSL. becipoBoaHbIe ITUPOKONOIOCHBIE ceTH. BrIOOp penieHunit
IMpoKonoyiocHoro pocryna. Hacrpotika noaxnrouenuit xDSL. O630p PPPoE. Hactpoiika PPPoE.

3amuTa MeskGUInaIbLHOH CBA3M

Cetu VPN. OchHogsl ceteir VPN. Tumst ceteit VPN. Tynnenu GRE mexny oopexramu. OcaoBbl GRE. Hactpotika
tyrreneit GRE. Oomue cBenenus o6 [Psec. 3ammra npotokomna IP. Ctpykrypa mpotokona IPsec. Y nanénnsiii no-
cryn. Pemenuss VPN st ynanénnoro nocryna. Cetu VPN ynanénHoro gocTyna ¢ ucnosib3oBanueM IPsec.

MonuTtopunr Cetn
Syslog. IMpusniun padotsr Syslog. Hactpoiika Syslog. SNMP. TTpuniun pa6otst SNMP. Hactpoiika SNMP.
NetFlow. ITpuunun padotsl NetFlow. Hactpoiika NetFlow. ITpoBepka Mozeneii Tpaduxka.

OTtaanka ceTn

[Touck u ycTpaHneHue HEMONaJA0K C UCIIOJIb30BAHUEM CUCTEMHOr0 noaxoza. Jlokymenrauus no cetu. [Ipouenypa mo-
WCKa U YCTpaHEHUs HeronaaoK. V3omsmus mpobaeMsbl ¢ ITOMOIIBI0 MHOTOYPOBHEBBIX Mozeneit. Otnanka cetu. Cpen-
CTBA IMMOUCKa U YCTPAHCHUA HETIOJIAa10K. CHUMIITOMEI K MPUYXHBI OTJIAAKH CETH. Tlonck n YCTPpAHCHUE HEMOJIAaJ0K
cBsi3u B ceTsx IP.
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B mom uucne npakmuyueckux 3anamuii u 1a60pamopHbIx pabom

Hacrpoiika 6a3oBoro PPP c ayrerTudukanueit

Otnagka 6a3oBoro PPP c ayrenTudnkanuei

ITposepka PPP

Hacrpoiika mapuipyrusaropa B kadecte kiaueraTa PPPoE mis moakmouenus DSL

Hactpoiika TynHens VPN GRE no cxeme «To4ka-Touka»
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Hacrpoiika Syslog u NTP
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Hactpoiika SNMP
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KypcoBoii npoekTt 20

I[IpumepHasi TeMaTHKa CaMOCTOSATEIbHOI Y4eOHOii paGoThI:
1. Cucremarndeckas npopaboTKa KOHCIIEKTOB 3aHATHIA, y4eOHOH 1 CrieTmaabHON TEXHUIECKOH INTepaTyphI.
2. KoHcrnekTrpoBaHHe TEKCTa, paboTa CO CIOBAPSIMH U CIIPABOYHUKAMH, O3HAKOMIJICHHUE C HOPMAaTUBHBIMU JIOKYMEHTaMH, Y4€OHO-UCCIICIOBATEIbCKAS
paboTa mpu caMoM IUPOKOM UCIONb30BaHuM MHTepHeTa u qpyrux | T-TexHonoruid. 2
IIpoextrbie popmbl pabOTHI, TOATOTOBKA COOOIIEHHUH K BRICTYIUICHHIO Ha CEMIHApaX M KOH(EepPeHIINAX; TIOATOTOBKa pedepaToB, JOKIAIOB.
4. TloxroroBKa K JJaOOPAaTOPHBIM M MPAKTHIESCKUM pab0TaM ¢ UCITOJIb30BAaHUEM METOIUICCKUX PEKOMEHIAITHH perroaaBaTelis, ohopMIIeHUE J1adbopa-
TOPHO-TIPAKTHYECKUX paboT, OTYETOB U MOATOTOBKA K UX 3aIIUTE.

w

Y4yeOHas NpaKkTHKA

IIpuMepHbIii MepeyeHb PadoT:

y4acTHe B MPOSKTUPOBAHUH CETEBOI MHPPACTPYKTYPHI;
y4acTHe B OpraHH3alliy CETEBOTO aJJMUHUCTPHPOBAHMUSI;
SKCIUTyaTanus 0OBEKTOB CETEBOM MHPPACTPYKTYPHI,
y4acTHe B YIPaBJICHUH CETEBBIMU CEP

BUCaMU;

y4acTHe B MOJEPHU3ALMH CETEBOM HHPPACTPYKTYPBHI.

144

oaprLNOE

IIpousBoacTBeHHAsl NPAKTHKA pa3iena
IIpumMepHbIil nepeyeHsb padoT:
1. yuactue B pa3zpabOTKe METOIOB, CPEJICTB U TEXHOJIOTHI MPUMEHEHHUS! 00BEKTOB NPO(ecCHOHATBHON IS TeIbHOCTH; 144
2. TpoBeneHHE MPOPUIAKTUIECKIX PadOT Ha 0OBEKTaX CeTeBOW MH(MPACTPYKTYPHI K pab0ounX CTAHITHIX;
3. ydacTHe B MHBEHTAapHU3allMU TEXHUICCKHUX CPEICTB CETEBON HHPPACTPYKTYpPbl, OCYIIECTBICHHE KOHTPOJIS IOCTYNHMBUIETO U3 PEMOHTA 000PYAOBaHMUSL.

HpOMe)RyTO'lHaH aTrrecranus 6

Bcero 542
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3. YCJIOBUS PEAJIM3AIIAU PABOYEN ITIPOT' PAMMBI [IPO®ECCHOHAJILHOIO MOIY.JISA

3.1. lus peaau3anuu NporpaMmbl NpodeccHoHAJIbLHOr0 MOAYJIA PeIyCMOTPEHbI CJeAylue cre-
HHMAJIbHbIE TIOMeIeHHs

JIaGoparopust «Opranu3aiys ¥ IPUHIMIIBI TOCTPOSHHSI KOMIBIOTEPHBIX CUCTEM!

— 12 xomnbroTepoB oOyuaromuxcs U 1 KomnbloTep Mpenojaasarels (amnmnapaTHoe odecreyeHue: 2
cereBble Tuiatel mporeccop Core i5, omeparuBHas mamate oobemom 8 I'6; HD 500 Gb.
nporpaMMHoe oOecriedeHue: omnepaunoHHble cucreMbl Windows, UNIX, maker oducHbix
nporpamm, naket CAIIP);

— TunoBoii coctaB a1 MOHTaXa M HaJAJKH KOMIBIOTEPHOH ceTH: Kabeau pa3IM4HOro THIIA,
00>XKMMHOM MHCTPYMEHT, KOHHEKTOPbI RJ-45, Tecteps! st kabesns, KpOoCC-HOXKHU, KpOCC-TTaHeIH;

— HeoOxoaumoe NMIIEH3MOHHOE MPOrpaMMHOe oOecreyeHHue Uil aJIMUHHCTPUPOBAHUS CETeH U
obecneucHus ee 0€30I1aCHOCTH;

— Cepsep;

— Kommyratop Cisco;

— Mapmpyruzarop Cisco;

— HHrepakTuBHAsA NOCKA;

—  Owmymsarop «Iloctpoenue, HacTpolKa U 3KCIITyaTalus KOMIIbIOTEPHBIX CETEM».

3.2. UndopmannonHoe odecnevyenne peaju3anum NporpaMmbl

3.2.1. OcHoBHbIE MeYaTHLIE U3IAHUS
1. H.B. Makcumos, WU.U. Tlonos. KomneiotepHusie cetu [DnekTpoHHBINH pecypc]: yueb. [Tocobue -M.:
OOPYM: UHD®PA-M 2019.

2. HoBoxwuioB E.O. Komnerorepusie cetn.—M.: OULL «Axanemust, 2020.

3.2.2. OcHOBHBIE JIeKTPOHHBbIE U31aHUA (3JIEKTPOHHBIE pecypchl)

1. 3aifnieB A. [1. Texuuyeckue cpeacTBa U METOABI 3alUThI HH(pOpMauu. Y4eOHUK Il By30B — /-
e u3a., ucnp. / A.Il. 3aitnes, P.B. Memepskos, A.A. lllenynanos. - Mocksa : ['opsiuas Jlunus—Tenexom,
2018. - 442 c. - ISBN 978-5-9912-0233-6. - URL.: https://ibooks.ru/bookshelf/333981/reading - Tekcrt:

3JIEKTPOHHBIMN.

2. Hymkun A. B. IIporpammHo-anmnapaTHble cpeicTBa obecriedeHnss HHPOpMaMoHHON 6e30macHo-
ctu / A.B. Jymikun, O.M. bapcykos, E.B. Kpasuos, K.B. CnaBHos. - Mocksa : ['opsuas Jlunus—Tenexom,
2016. - 248 c. - ISBN 978-5-9912-0470-5. - URL.: https://ibooks.ru/bookshelf/357887/reading - Tekct:

3JIEKTPOHHBIMN.

3. Hosukos C.H. Meromonorust 3aiuThl MOJIb30BaTENbCKON MH(POpPMALIMKM HA OCHOBE TEXHOJOTUM
CETEeBOTO YpOBHS MyJbTHCEpBUCHBIX ceTeit cBsizu / C.H. HoBukoB. - Mocksa : ['opsiuas Jlunus—Tenexom,
2018. - 128 c. - ISBN 978-5-9912-0410-1. - URL: https://ibooks.ru/bookshelf/359751/reading - Tekcrt:

3JIEKTPOHHBIMN.

4. HMenyxun O. U. O6HapyXeHHE BTOPKEHUN B KOMIIBIOTEPHBIE CETH (CETEBbIE aHOMAIIUU). Y4eOHOE TI0-
coobwue st By30B / O.W. enyxun, JI.K. Cakanema, A.C. ®unuHoBa. - Mocksa : ['opstuas Jlunus—Terne-
koM, 2018. - 220 c. - ISBN 978-5-9912-0323-4. - URL.: https://ibooks.ru/bookshelf/334051/reading -

TekcT: 2NeKTPOHHBIN.
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5. KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHUS TPO®PECCUOHAJIBHOI'O
MOJYJIS «IIM.01 BBINOJHEHUE PABOT 110 IIPOEKTUPOBAHUIO CETEBOM

NHOPACTPYKTYPBD»

Pe3syabTaTsl
o0y4eHust

Kpurepun onenkn

MeToabl OIEHKH

[IK 1.1. BeinonHaTh
NPOCKTHPOBAHUE Ka-
O€JIbHOI CTPYKTYpBI
KOMITBIOTEPHOU CETH.

O1icHKA «OTJIMYHOY - TEXHUYCCKOE
3aj1aHUe IPOAHATU3UPOBAHO, aJIro-
pUTM pa3paboTaH, COOTBETCTBYET
TEXHHUUYECKOMY 3aJIaHHIO U 0OPM-
JICH B COOTBETCTBUH CO CTaHIap-
TaMH, TOSICHEHBI €0 OCHOBHBIC
CTPYKTYPBIL.

O1icHKa «XOPOIII0Y -aJITOPUTM pPa3-
pabotaH, ohOpMIICH B COOTBET-
CTBHH CO CTaHAAPTaAaMH U COOTBCT-
CTBYET 3a/IaHUI0, TIOSICHEHBI €0 OC-
HOBHbIE CTPYKTYphl. OIeHKa «ya0-
BJIETBOPHUTEIBHOY - aJITOPUTM
pa3paboTaH U COOTBETCTBYET 3a/1a-
HUIO.

Dk3ameHn/3a4er B popme
cobece0BaHUs: TPAKTH-
YeCKOe 3a7aHHe T10 I10-
CTPOCHHIO AJITOPUTMA B
COOTBCTCTBUHU C

TEXHUYCCKUM 3aJaHUEM

3aH_[I/ITa OTYCTOB II0
IMPAaKTUYICCKUM U

nabopaTopHbIM paboTam

K 1. 2.
Ocy1ecTBIsITh BBIOOP
TEXHOJIOTUH, UHCTPY-
MCHTAJIbHBIX CPEACTB
U CPEJICTB BBIYMCIIH-
TEJIbHOM TEXHUKU MPHU
OpraHu3aIuu Mpo-
necca pa3paboTKH U
UCCIIeI0BaHMsI O0OBEK-
TOB MPO(hecCHOHAIIb-
HOM JeATeNbHOCTH.

OrneHKa «OTIMYHOY - TEXHUYECKOE
3a1aHue IPOAHATU3UPOBAHO, aJro-
pUTM pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 33JaHUI0 U 0(hopM-
JIeH B COOTBETCTBHUH CO CTaH/Ap-
TaMH, OSICHEHBI €r0 OCHOBHBIE
CTPYKTYPBHL.

O1eHKa «XOPOILO0Y -aJITOPUTM pa3-
pabotan, 0hOpMIIEH B COOTBET-
CTBHH CO CTaHAAPTaMH U COOTBCT-
CTBYET 3aJIaHUIO, TTOSICHEHBI €0 OC-
HOBHBIE CTPYKTYphl. OIeHKa «ya0-
BJIETBOPHUTEIbHO)Y - AJITOPUTM
pa3paboTaH U COOTBETCTBYET 3a/1a-
HUIO.

Dk3ameHn/3a4er B popme
co0ecel0BaHus: IPAKTH-
YeCKOe 3aJaHue Mo IOo-
CTPOCHHIO AJITOPUTMA B
COOTBETCTBUHU C

TCXHUYCCKUM 3aJaHUEM

3aH_[I/ITa OTYECTOB I10
IMPAKTUYCCKUM U

nabopaTopHBIM paboTam
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IK 1. 3.
ObecneunBaTh
3alUTy UH(OpMAIHH
B CETHU C UCIOJIBH30Ba-
HHUEM MPOrpaMMHOAI-
napaTHBIX CPEICTB.

O1eHKa «OTJIMYHOY - TEXHUYECKOE
3aJaHie IPOaHATH3UPOBAHO, AJIT0-
pHUTM pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 33JaHUI0 U 0(hOopM-
JICH B COOTBETCTBUH CO CTaHap-
TaMH, IOSICHEHBI €r0 OCHOBHBIC
CTPYKTYPBHI.

O11eHKa «XOPOIII0Y -aJITOPUTM pa3-
paboTtaH, 0o)OpMJICH B COOTBET-
CTBHH CO CTaHJIAPTaMH U COOTBET-
CTBYET 3aJIaHUIO, TOSICHEHBI €0 OC-
HOBHBIE CTPYKTYpbI. OlEHKa «yH10-
BJIETBOPHUTEIBHOY - AJITOPUTM
pa3paboTaH U COOTBETCTBYET 3a/1a-
HUIO.

Dk3ameH/3aueT B (hopme
cobece0BaHUs: IPAKTH-
YecKoe 3a/1aHue I10 T0-
CTPOSHMIO AJITOPUTMA B
COOTBETCTBHUH C

TEXHUYCCKUM 3aJaHUEM

3ammra OT4ETOB 110
HpaKTI/I‘-ICCI(I/IM )41

nabopaTopHBIM paboTam

IIK 1. 4. [Ipuaumathb
ydJacTHe B IPUEMOCaa-
TOYHBIX UCTIBITAHUSIX
KOMIBIOTEPHBIX ceTei
U CETEBOTO 000py/I0-
BaHUS PA3JIMYHOTO
YPOBHS U B OIIEHKE Ka-
YecTBa U SKOHOMHYE-
ckoii 3 peKkTUBHOCTH
CETEeBOM TOMOJIOTHH.

O1LeHKa «OTIIMYHOY - TEXHUYECKOE
3aJ]aHue MTPOAHATU3UPOBAHO, AJITO-
pUTM pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 3aJaHUI0 U 0(hopM-
JICH B COOTBETCTBHH CO CTaHap-
TaMH, HOSICHEHbI €r0 OCHOBHBIC
CTPYKTYPBIL.

Ol1leHKa «XOPOIIO0Y -AJITOPUTM Pa3-
pabotaH, ohOpMIICH B COOTBET-
CTBHUH CO CTaHAApPTaMH U COOTBCT-
CTBYET 33/1aHHIO, MOSICHEHBI €r0 OC-
HOBHBIE CTPYKTYpBL. OIEHKA «yd0-
BJIETBOPHTEIbHO) - AITOPHUTM
pa3paboTaH U COOTBETCTBYET 3a/1a-
HUIO.

DK3aMeH/3aueT B hopme
cobeceI0BaHus: TIPAKTH-
YecKoe 3aJIaHue I10 T10-
CTPOCHUIO AJITOPUTMA B
COOTBETCTBUH C

TCXHUYCCKUM 3aJaHUEM

3aiuTa OT4ETOB 110
IPAKTUYECKUM U J1abopa-
TOPHBIM paboTam

I1IK 1. 5. BoinosHATh
TpeGoBaHUS HOpMa-
TUBHOTEXHUYECKOH
JIOKYMEHTAIUH, UMETh
OTIBIT OPOPMIICHHS
IPOEKTHOH JIOKyMEH-
TaIHH.

O1eHKa «OTJIMYHOY - TEXHUYECKOE
3aJjaHre IPOAHATM3UPOBAHO, AJIT0-
pUTM pa3paboTaH, COOTBETCTBYET
TEXHUUYECKOMY 33aJJaHUI0 U 0(hopM-
JIeH B COOTBETCTBUH CO CTaHAAp-
TaMH, OSICHEHBI €r0 OCHOBHBIE
CTPYKTYPHI.

O1eHKa «XOPOILO0Y -aJITOPUTM pa3-
pabotan, 0hOpMIIEH B COOTBET-
CTBHMHM CO CTaHJIapTaMH U COOTBET-
CTBYET 3aJlaHUI0, TTOSICHEHBI €ro OC-
HOBHBIE CTPYKTYpbl. OLEHKa «yH0-
BJIETBOPHUTEIbHOY - AJITOPUTM
pa3paboTaH U COOTBETCTBYET 3a/1a-
HUIO.

Dk3ameH/3a4eT B popme
cobecel0BaHUs: IPAKTH-
YecKoe 3a/laHue 110 T0-
CTPOSHHIO AITOPUTMA B
COOTBETCTBUHU C

TCXHUYCCKUM 3aJaHUEM

3ammra OT4ETOB 10
HpaKTI/I‘-ICCKI/IM )41

1abopaTopHbIM paboTam
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OK 01. Beibupars crio-
coOBI peleHus 3a1a4
npodeccuoHaIbHOI Jie-
ATCIBHOCTHU, HpI/IMeHI/I-
TEIHHO K Pa3IMIHBIM
KOHTEKCTaM.

[J 060CHOBaHHOCTH TOCTAaHOBKHU
1IEJIH, BBIOOPA U IPUMCHEHUS
METOOB U CIIOCOOOB peIICHUs
npodecCHOHANBHBIX 3a]1a4;

- aJIcKBaTHas OLIEHKA M CaMOOIICHKA
3¢ PEKTUBHOCTH U Ka4yeCTBa BBIMOJI-
HEHUsI TPO(ECCHOHATTLHBIX 3a/1a4

OII1 02.0Ocy1iecTBAsTH
MIOWCK, aHATIN3 U HHTEP-
nperanuro napopma-
LM, HEOOXOIUMOM ISt
BEITIOJTHEHUS 3a/1a4 TIPO-
(dbeccuoHanbHOM nesi-
TEJTHHOCTH.

- ICTIOJIb30BAHNE PA3TIMYHBIX UCTOY-
HUKOB, BKJIIOYAast SJIEKTPOHHBIE pe-
CYpCBI, MEAUAPECYPCHI,
WuTepHeT-pecypchl, epruoIuiecKie
W3JIaHus TI0 CIIEUAIBHOCTH ISl pe-
1eHust MpoQecCuOHANBHBIX 3314

OK 03. IitanupoBats u
pealin30BbIBaThH COO-
CTBEHHOE mpodeccuo-
HaJIbHOE U JINYHOCTHOE
pa3BUTHE.

- JIEMOHCTpAIHs OTBETCTBEH-
HOCTH 32 MPHHSTHIC PELICHUS

- 000CHOBAaHHOCTH CaMOaHa-
JM3a U KOPPEKIHUs pe3yabTaToB CO0-
CTBEHHOH pabOTHI;

OK 04. PaboraTh B KOJI-
JICKTUBE U KOMaHJie, 3¢-
(EKTHBHO B3aMMO/ICH-
CTBOBATh C KOJIJIEraMu,
PYKOBOJICTBOM, KJIMCH-
TaMH.

- B3aUMOJIEHCTBHE C
00yYaroIUMUCS, TIPETOIaBaATCIIIMU
Y MacTepaMu B X0JI¢ 00y4CHUsI, C
PYKOBOJUTEISIMU YI€OHOH | ITPO-
M3BOJICTBEHHOU MTPAKTHK; - 000CHO-
BaHHOCTh aHAJIM3a PabOTHI YICHOB
KOMaHIbI (IO TYMHEHHBIX )

OK 05. OcymiecTBisATh
YCTHYIO U TMCbMEHHYIO
KOMMYHHKAIIHIO Ha TOC-
yIapCTBEHHOM SI3bIKE C
y4eTOM 0COOEHHOCTEH
COLIMAJIBHOTO U KYJIb-
TYpHOT'O KOHTEKCTA.

-TPaMOTHOCTb YCTHOM U TUCbMEHHOM
peun,

- ICHOCTh ()OPMYTUPOBAHUS U H3JIO-
JKEHHUS MBbICIIEH

OK 06. TIposBnsTh
TPaXTaHCKOITATPHOTH-
YEeCKYIO MMO3HIINIO, JIe-
MOHCTPHUPOBATH 0CO-
3HAHHOE TOBEJIECHHUE Ha
OCHOBE 00IIIeY€eIOBEeYE-
CKHX IICHHOCTEH.

- cOOTIO/ICHNE HOPM TTOBEJICHUS BO
BpeMs yUeOHBIX 3aHSATHIA U IIPOXOXK-
JeHUs y4eOHOl 1

HpOPI3BO,I[CTB€‘HHOI>i IMPAKTHK,
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WNHurepnperanus pe3yiib-
TaTOB HaOJIIOCHUH 3a Jie-
ATEIHLHOCTHIO 00YyJaroIIIe-
rocsi B IPOILECCe OCBOE-
HUS 00pa30oBaTeIbHON

MIPOrpPaMMBbI

DKcrnepTHOE HAOII0IeHUE
1 OIICHKA Ha J1abopa-
TOPHO - MPAKTUYECKUX
3aHSATHUSX, IPU BBITIOJHE-
HUM padoT 1o yueOHO n
MIPOM3BOJICTBEHHOM IpaK-
TUKaM

DK3aMeH KBaTU(UKAIIH-
OHHEBIN




OK 07. CoxmelicTBOBaTHL
COXPAHEHHUIO OKpYXKaro-
men cpelipl, pecypco-
coepexenuro, 3 dek-
THUBHO JICTBOBAaTh B

- 3¢ (PEKTUBHOCTD BHITTOJTHEHHS
npaBui Th Bo Bpemst yueOHBIX 3aHs-
THH, IPY TPOXOXKACHUU YI€OHOH U
MIPOU3BOJICTBEHHOH MPAKTHK;

- 3HaHUE U UCIIOJIb30BaHHUE

YpE3BbIYANHBIX CUTYa-
LUAX.

pecypcocOeperarmmux TeXHOIOTUN B
00JIACTH TEJIEKOMMYHHUKAIIHHA

OK 08. Ucnonp30BaTh
cpencTBa pU3HIECKOU
KYJIBTYPHI JIUI COXpaHe-
HUS U YKPEIUICHUS 3]10-
POBBS B TIPOIIECCE MPO-
(dbeccuoHanbHOM nesi-
TEIBHOCTH U MOIePIKa-
HHE HEOOXO0JUMOTr0
YpOBHSI (pr3mueCcKOn
ITOJATOTOBJIEHHOCTH.

- 3(peKTUBHO UCIIOIB30BATH CPEJI-
cTBa (PU3HYECKON KYIBTYPHI TSI CO-
XPaHEHHUS U YKPEIIJICHUS 3I0POBbS B
nporiecce mMpodecCuOHANBHOM fes-
TEJBHOCTH U MOJIJIEPKAHUE HEOOXO-
JTMMOTO YPOBHS (PH3UYECKOM

IIOAT'OTOBJICHHOCTH. ,

OK 09. Mcnoap30Barh

HH(OPMAIIMOHHBIC TEX-
HOJIOTHH B TIpoeccro-
HAJIbHOM JIESATEILHOCTH.

- 3¢ eKTHBHOCTH HCITOIE30BAHUS HH-
(hopMaLnOHHO-KOMMYHHUKAITIOHHBIX
TEXHOJIOTHH B TPO(eCCHOHANBHOI Nes-
TENBHOCTH COTIacHO ()OPMUPYEMBIM
YMCHUAM U IIOJIy4aCMOMY ITpaKTHU4YC-
CKOMY OIIBITY,

OK 10. ITons3oBatbest
npodeccnoHaBHOM J10-
KYMEHTallMEeW Ha rocy-
AapCTBCHHOM U UHO-
CTPaHHOM S3BIKE.

- 3¢(eKTUBHOCTH HCIIOJIL30BAHUS B
podecCHOHATLHOM IeATEIIBHOCTH
HEOO0XOUMOM TEXHUYECKOH TOKY-
MEHTAIMH, B TOM YUCII€ HA aHTJIHii-
CKOM SI3BIKE.

OK.11. Ilnanuposatb
peIIpUHIMATEb-
CKYIO JIeSITeTTHHOCTD B
npo¢eCcCuOHAIIBHON

chepe

- 3(h(pexTUBHO MIaHUPOBATH MpPeEA-
MIPUHUMATEIBCKYIO AEITEIHHOCTD B
npodeccuoHalIbHOU cepe mpu mpo-
BEJIEHUM PadOT MO KOHCTPYHUPOBa-
HUIO CeTeBOM MH(PACTPYKTYpHI
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JUCT UBMEHEHHMI 1 JIONIOJTHEHU, BHECEHHBIX B TIPOTPAMMY

IMPOPECCHUOHAJIBHOI'O MOAVYJIA «I1IM.01 BBIIIOJIHEHHUE PABOT 110 IPOEKTHUPO-

BAHUIO CETEBOM HH®PACTPYKTYPbI»

No u3mene-
HUs, AaTa u3-
MEHEHUS;
No ctpanuIipl

OCHOBAaHHA U3MCHCHMUA

Bbruio

Craio

Ionnuce

Nel

O BHECEHNH U3MEHEHNN B

Pabouas mporpamma Boc-

24.06.2021 ®denepanbHbiii 3akoH «O0 MMUTAHUS KOJJIEIKA.
obpazoBannm B Poccwii- Bueapens! TMUHOCTHBIE
ckoit dexpepanmy 1Mo Bo- pe3ynbTaThl BOCIUTAHUS
pocaM BOCITUTaHHS 00Y- JIP 1 -JIP 23
yarowuxcs: OeaepanbHbIid f i ,/,-;/.'
3akoH oT 31.07.2020. Ne /
304-®3, O BHeapEHUH
MPUMEPHON MPOrPaMMBbI
Bocniutanus: Ilucemo Mu-
HUCTEPCTBA MPOCBEIICHHSI
P® o1 04.08.2020 Ne 1IT"-
1249/06
No2 [Mucemo MunmCTEpCTBa Pabouas mporpammsl | AkTyanu3zamus pabodei
01.09.2022 npocsenienus PO or BOCIIMTAHUSl KOJIJIe- | IPOrpaMMBbl BOCIIUTAHUS
CTp. 18.07.2022 NeAB-1951/06 | mxa, paboduas mpo- | KoJuIemKka, pabounx mpo-
OO0 akTyanuzanuu npu- rpamMmma BOCHHTaHUS | TpaMM BOCIIUTAHUS CIie- PO
MepHOI paboueii mpo- CIIeMATBEHOCTEH. LHAIBHOCTEN. 3MeHeHbI # f/"‘
IpaMMBbl BOCIIUTaHUS. (ITpunoxenue 1) JIP. '
[Iporpamma BocriuTaHUS (ITpunoxenue 1)
KOJIJIeJKa, YTBEPIKICHHAS
01.09.2022 r.
Ne3 B cBsi3u ¢ nepexoaom DJIEKTPOHHO-0HO0- OO0pa3oBaTelibHas TIaT-
26.10.2022 26.10.2022 r. Ha HOBYIO muorevyHas cuctema | popma «tOpaiT»
c. 12 OO6pa3oBaTenbHyIO TUIAT- | HU3JaTEIbCKOTO IeH- | https://urait.ru/.

dopmy «FOpaiit» (goro-
Bop Ne 8528 ot «12» aBry-
cra 2022 1.)

IIpotoxon Nel ot
30.08.2022

Tpa «AKageMus»

http://academia-
moscow.ru/
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IIpunoxenne 1

bbLi10
Koa muaHOCTHBIX
JINYHOCTHBIE pPe3yJIbTaThl PEyALTATOR pea-
peajM3anuy NporpaMMbl BOCIIMTAHUSA JHSATHH PO
rpaMMbl BOCIIMTA-
HUS
Oco3zHaronuii ceds rpakJaHMHOM U 3aIIUTHUKOM BEJIUKON CTPaHbI JP 1
[IposiBnsrOIMINNA aKTUBHYIO IPAKIAHCKYIO ITO3ULUIO, JEMOHCTPUP YOI
IIPUBEPKEHHOCTh MPHUHIMIIAM YECTHOCTH, MOPAJOUYHOCTH, OTKPBITOCTH,
HPKOHOMUYECKU aKTUBHBIA U YYaCTBYIOLIUI B CTYJEHUYECKOM U TEPPUTO- JIP 2
pHAIbHOM CaMOYIPABJIEHWH, B TOM YHKCJIE Ha YCIOBHUSAX JOOPOBOJIbYE-
CTBa, IPOAYKTUBHO B3aUMOJCHCTBYIOLIUI U yU4aCTBYIOIIUN B 1€ATEIBHO-
CTH O0IIIECTBEHHBIX OpraHU3aIHii
Cobunroaro1uii HOpMbI IPABOMOPSIKA, CIEIYIOIIMM HleanaM rpakaH-
ckoro oOmiecTBa, obecrieueHus1 6€30MacHOCTH, IPaB M CBOOO/ TpakIaH
Poccun. JlosnpHBIi K ycTaHOBKAaM U MPOSIBJICHUSIM MIPEICTaBUTENEH CyO- JIP 3
KYJIbTYp, OTJIMYAKOIIUNA UX OT TPYyNH C AECTPYKTHUBHBIM U JEBUAHTHBIM
MoBeIcHUEM. JIeMOHCTPUPYIOIIMIA HENPUATUE U TPEAYTIPEKIAOLIUNA CO-
LIMAJIbHO OMACHOE NOBEACHUE OKPYKAIOIINX
[IposiBasirolIMiA U 1EMOHCTPUPYIOLIUK YBAKEHUE K JOJAM TPYyHa, OCO-
3HAIOIIUN IEHHOCTh cOOCTBeHHOTO Tpyna. Ctpemsimuiics kK popMupoBa- JIP 4
HUIO B CETEBOIl cpeie INYHOCTHO U MPOECCHOHATBHOTO0 KOHCTPYKTHB-
HOTO «II(POBOTO CIICAA»
JleMoHCTpUpyIOLUIMI TPUBEPKEHHOCTh K POJIHON KYJIbTYype, UCTOpUYE-
CKOH maMsTH Ha OCHOBE JIt00BU K PojuHe, potHOMY Hapoy, Majoi po- JIP 5
JUHE, NPUHATHIO TPAJWLUOHHBIX LEHHOCTEH  MHOTOHALMOHAJIbHOTO
Hapoaa Poccuu
[IposiBnsirolnid yBa)K€HUE K JIHOJM CTAPUIETO MOKOJIEHUSI U TOTOBHOCTD JIP 6

K YYaCTHIO B COMAIIbHOM IOJEPIKKE M BOJOHTEPCKUX JIBHIKCHHSIX
Oco3Haronyii NpUOPUTETHYIO LIEHHOCTh JINYHOCTH YEJIOBEKA; yBaXKaro-
M COOCTBEHHYIO U UYXKYIO0 YHUKAJIBHOCTD B Pa3IMUHbIX CUTYaIUSIX, BO JP 7
BceX (hopMax M BHJIAX JAEATEIbHOCTH

[IposiBnsrOIINIA M IEMOHCTPUPYIOIINAN YBaXKEHUE K IIPEICTABUTEISAM pa3-
JUYHBIX ATHOKYJIBTYPHBIX, COLIMAIBHBIX, KOHPECCHOHATIBHBIX U HMHBIX
rpynn. ConpuyacTHbIN K COXPaHEHUIO, PEYMHOXEHHUIO U TPaHCISIUU JIP 8
KYJIbTYPHBIX TPaJMLMi M LEHHOCTEM MHOIOHALIMOHAIBLHOIO POCCUM-
CKOT'0O TOCYapCTBa

Cobnromaronuii 1 mponaraHIMpyroOIKii MpaBuiia 310poBOro u Ge3omnac-
HOro o0pasa ’KM3HH, CIOpPTa; MPeayNpekAaAoIuil JINO0 MPpeo10IeBaro-
MMHA 3aBUCUMOCTH OT aJIKOroJisd, Tabaka, NMCUXOAKTHBHBIX BEIECTB, JIP 9
a3apTHBIX UTp U T.7. COXpaHSIOMMHA ICUXOJOTHYECKYIO0 YCTOWYMBOCTD B
CUTYAaTUBHO CJIOKHBIX UJIM CTPEMUTEIBHO MEHSIOIIUXCS CUTYaIUAX
3a00TAmuMicS 0 3alUTe OKPYKAIOIMIEH Cpebl, COOCTBEHHON M UYXKOU

o JP 10
0e30MacHOCTH, B TOM YHuclie UG POBOI
[IposBrsiromuii yBaXKeHHE K SCTETUUECKUM LIEHHOCTSIM, 00JIaJat0IIHii OC- JIP 11
HOBAMU ACTETUYECKON KYJIbTYpPbI
[IpuHuMaronmii cemMelHble LIEHHOCTU, TOTOBBIM K CO3/JaHUI0 CEMbHU U
BOCIIUTAHUIO JIETEW; JEMOHCTPUPYIOIINN HENPUITUE HACUIUSA B CEMbE, JIP 12

yX0Ja OT POJUTEIBCKON OTBETCTBEHHOCTH, OTKA3a OT OTHOLLIEHUN CO CBO-
VMU JIETbMHU U X (DMHAHCOBOTO COJIEPKAHUS
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JInuyHOCTHBIE pe3yJIbTaThI
peanu3alnuy NporpaMMbl BOCIIUTAHMS,

ONMPEACTCHHBIC OTPAC/ICBbIMHU TpGﬁOBaHHﬂMI/I K J1€JI0BBIM Ka4YeCTBaM JINMYHOCTH

JemoHcTpupyoomuid ymenue 3¢ (HeKTUBHO B3aUMOCHCTBOBATh B KO-
MaH/Ie, BECTU JUAJIOT, B TOM YHUCJIE C UCIOIb30BAHUEM CPEJICTB KOMMY-
HUKALUU

JIP 13

JIeMOHCTPHUPYIOLINI HABBIKK aHAJIN3a U MHTEPIIPETAIMA HHPOPMALIUU U3
Pa3JIMYHBIX UCTOYHUKOB C YYETOM HOPMATUBHO-IIPABOBBIX HOPM

JIP 14

JIeMOHCTpHUPYIOIIN TOTOBHOCTh U CIIOCOOHOCTH K 00pa30BaHUIO, B TOM
qucie caMooOpa30BaHuUIO, HA IPOTSKEHUH BCEH JKU3HU; CO3HATENIbHOE
OTHOIIEHNE K HEIPEPHIBHOMY 00pa30BaHUIO KAK YCIOBUIO YCIEIIHOMN
po¢ecCHOHATILHON M 00LIECTBEHHOM 1€ TEIbHOCTH.

JIP 15

JIMYHOCTHBIE Pe3yJIbTAThI
peajM3anuy NpOorpaMMbl BOCIIMTAHUS,
onpeaejieHHbIe cyObeKTOM Poccuiickoii @enepanuu

Hcnonb3oBath nH(MOpMaLIMOHHBIE TEXHOJIOTUU B IPO(GECCUOHATILHOMU Jie-
SITEJIBHOCTHU

JIP 16

[Tonb30BaTbes MpodeccnoHallbHOM TOKyMEHTaluel Ha rocyAapCTBEH-
HOM U MHOCTPAHHOM SI3bIKE

JIP 17

JIN4HOCTHBIE Pe3yJIbTAThI
peanu3alnuy NporpamMmMbl BOCIIUTAHMS,
onpejejieHHbIE KJIIYEeBbIMU Pad0TONATEISIMU

KpeaTuBHO MbICIALINH, TOTOBBIN pa3pabaThiBaTh HOBBIE BHJIbI MPOIYK-
05041

JIP 18

AKTHBHO HpI/IMCHHIOH_II/Iﬁ IMOJTYYCHHBIC 3HAHMA HA IIPAKTUKE

JIP 19

CriocoOHBIN aHANU3UPOBATh IPOU3BOACTBEHHYIO CUTYAIUIO, OBICTPO
IPUHUMATh PELICHUS

JIP 20

JIMYHOCTHBIE pe3yJdbTaThbl

06pa30BaTeJ’ILHOFO nmpouecca

peanu3alnuy NporpaMMbl BOCIIUTAHMNS, ONpe/e/ieHHbIe CY0beKTaMu

eraTI/IBHO MBICHHH_[PIﬁ, TOTOBBIN paspa6aTHBaTL HOBBIC BUJBI ITPOAYK-

CTBO TaKTd U TOTOBHOCTBH OKA3dThb YCIYI'Y KaXKJIOMY KTO B Hel HYXIAaCTCA

JIP 21
ITUU
CriocoOHBIN aHANU3UPOBATh MPOU3BOACTBEHHYIO CUTYAIUIO, OBICTPO JIP 22
IIPUHUMATDH PEILICHUS
[IposBasATE JOOPOKENATEIBHOCTh K OKPYKAIOIIUM, JI€TUKATHOCTb, YyB- JIP 23

Crajio

JIM4HOCTHBIE pe3y/IbTaThl
peayin3aluM MPOrpaMMbl BOCIUTAHUS
(Oeckpunmopwi)

Kopg tuunocT-
HBIX pe3yJibTa-
TOB peaJin3a-
MU MPO-
rpaMMbl BOC-
MUATAHUSA

Oco3naromwii ceds rpaxkaanuHom Poccun u 3amutHukoM OTedecTBa, BhIpa-
JKAIOMIMKA  CBOKO  POCCHUMCKYIO  HJICHTUYHOCTH B  MOJHUKYJIBTYPHOM
1 MHOTOKOH()ECCHOHAITLHOM POCCUICKOM OOIIECTBE U COBPEMEHHOM MHPO-
BoM cooOmectBe. Co3Haromuid CBOE €IUHCTBO ¢ HapoaoMm Poccun,
¢ Poccuiickum TOCYZapCcTBOM, JI€MOHCTPUPYIOLIUMNA OTBETCTBEHHOCTH
3a pa3BUTHE cTpaHbl. [IposBIIsIIONTNI TOTOBHOCTH K 3amuTe PoauHbI, Cioco0-
HbIIl apryMEHTUPOBAHHO OTCTAaMBaTh CYBEPEHUTET M JOCTOMHCTBO HApoJa

JIP 1
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Poccun, COXpaHsATh 51 3allHIIATE HCTOPUYECKYIO npaBay
o PoccuiickoM rocynapctse

[IposBIISIIOIINI AKTUBHYIO TPaXKJAHCKYIO MTO3ULUIO HA OCHOBE YBAXKCHHUS 3a-
KOHAa M [paBomOpsiAKa, MpaB U CcBOOOA  COTpakIaH, YBaXKCHUS
K HCTOPHYECKOMY M KyJbTypHOMY Hacieauto Poccun. Oco3HaHHO
U JIeATENbHO BBIPAXKAIOIIMNA HENPUATHE IUCKPUMHMHALKUU B OOIIECTBE
[0 COLMAJIbHBIM, HALIMOHAIBHBIM, PEJTUTHO3HBIM MIPU3HAKAM; SKCTPEMU3MA,
TeppopU3Ma, KOPPYIIUHU, aHTUTOCYJapCTBEHHOM AestenbHocTU. O0nanaro-
IIUH ONBITOM TPAXKIAHCKOM COIMAIBHO 3HAYMMOM ACSTEIHHOCTH (B CTY/ICH-
YeCKOM CaMOYIpaBlIeHUHU, T0OPOBOIBYECTBE, SKOJIOTHYECKHX, MPUPOIO-
OXPaHHBIX, BOGHHO-TIATPHOTUICCKUX U JIP. 00bETUHEHUSX, aKIUSIX, TPOTpaM-
Max). [IpuHumaromumii posib u30upaTess U y4aCTHUKA OOIECTBEHHBIX OTHO-
IICHUH, CBA3aHHBIX C B3aMMOJICUCTBUEM C HAPOJAHBIMHU M30paHHUKAMHU

JIP 2

JIeMOHCTpUPYIOUIMH IPUBEPKEHHOCTh TPAJULMOHHBIM JTyXOBHO-HPaB-
CTBEHHBIM I[EHHOCTSIM, KyJIbTYpe HapojoB Poccuu, mpuHIIMIIAM YE€CTHOCTH,
MOPSAOYHOCTH, OTKPBITOCTH. [[eCTBYIOIIMI M OLIEHUBAIOIIMI CBOE TTOBEIE-
HUE U TMOCTYIKHU, TOBEACHUE U MOCTYIKHU APYTUX JIIOACH ¢ O3ULIUNA Tpaau-
LUOHHBIX POCCUNCKUX JAYXOBHO-HPABCTBEHHBIX, COLMOKYJIBTYPHBIX LIEHHO-
CTEN XU HOPM C Y4E€TOM OCO3HAHMS ITOCIIEIACTBUM MTOCTYNKOB. I OTOBBIN K Je-
JIOBOMY B3aUMOJICHCTBHUIO U HeHOPMaTbHOMY OOIIEHHUIO C IPEACTAaBUTEIIMU
pa3HbIX HAPOAOB, HALIMOHAIBHOCTEW, BEPOUCIIOBEAAHU, OTIIMYAOIIUN UX OT
YYaCTHHKOB TPYNI C JECTPYKTUBHBIM M JIEBUAHTHBIM MOBeJACHUEM. J[eMOH-
CTPUPYIOUTUN HEMPHUSATHE COLUAIBHO OMACHOTO MOBEIACHUSI OKPYKAIOIIUX U
MpeAYPEXKAAFOITNI ero. [IposiBasiromii YBa)K€HUE
K JIFOJISIM CTapIlero MOKOJICHHsI, TOTOBHOCTh K YYaCTHIO B COIMATIBLHOM TMO/I-
JIep’KKE HYKJAIOLUXCS B HEH

JIP 3

[IposiBnsromuniA 1 AEMOHCTPUPYIOIINN YBaXKEHUE K TPYly YEI0OBEKA, OCO3Ha-
IOLIMH EHHOCTh COOCTBEHHOT'O TPY/Aa U TpyJia IPYTUX JItoJei. DKoHOMUYe-
CKM aKTUBHBIN, OpPUEHTHPOBAHHBIN Ha OCO3HAHHBIN BBIOOD cephl npodeccu-
OHAJIbHOM JEATEIbHOCTU € YUY€TOM JIMUHBIX KM3HEHHBIX IUIAHOB, MOTPEOHO-
CTeH cBoell ceMbH, poccHuiickoro obmectsa. Boipaxkaronuii 0co3HaHHYIO TO-
TOBHOCTb K TOJIYYCHHIO HPO(ECCHOHATBHOrO 00pa30BaHUs, K HENpPEephIB-

HOMY o0pa30BaHUIO
B TEYEeHHE OHKU3HU JIeMOHCTpHUpYIOUIMI  MO3UTUBHOE  OTHOILEHHE
K  pEeryJupOBaHHUIO TPYAOBBIX OTHOUIEHUH. OpueHTHpOBaHHBIN

Ha caMo00pa3oBaHKE M MPO(ECCHOHAIBHYIO MEPENoJroTOBKY B YCIOBHUIX
CMEHBI TEXHOJIOTUYECKOTO YKJIaJa U COMYTCTBYIOIIUX COLIMATIBHBIX IEPEMEH.
Crpemsiiuiicss K pOPMUPOBAHUIO B CETEBON Cpesie TMYHOCTHO U ITpodeccro-
HaJIbHOT'O KOHCTPYKTUBHOTO «IIM(POBOIO ClIe/1ay

JIP 4

JIEMOHCTPUPYIOIUI NIPUBEPKEHHOCTh K POJHOM KYJIbTYpe, HCTOPUYECKOU
MaMsTH Ha OCHOBE JITOOBU K PoauHe, Hapoay, MaJiol poJuHe, 3HaHUS €T0 UC-
TOPUH U KYJIBTYPBI, IPUHATHE TPAAULUOHHBIX IEHHOCTEN MHOTOHAIlMOHAJIb-
HOro Hapoja Poccun. Belpakaroniuil CBOXO 3THOKYJIBTYPHYIO HACHTUYHOCTb,
CO3HarolIMi ce0s maTpuoroM Hapoaa Poccun, aedarenbHO BhIpaXkarovii 4yB-

CTBO MIPUYACTHOCTH
K MHOTOHallMOHaJIbHOMY Hapoay Poccum, k Poccuiickomy OteuectBy. IIpo-
SIBJISIFOLA I LIEHHOCTHOE OTHOLIEHUE K HACTOPUYECKOMY

U KyJbTYPHOMY Haclequi0 HapoaoB Poccuu, Kk HallMOHAIBHBIM CHMBOJIAM,
Ipa3/IHUKaM, MAMATHUKAM, TPAJAULIMAM HApOJOB, NMpokuBaromux B Poccnn,
K COOTEYECTBEHHUKAM 3a pyOeKoM, MOJIEPKUBAIOLINN UX 3aWHTEpECcCOBaH-
HOCTb B COXPaHEHUU OOLIEPOCCUICKON KyIbTYPHON HIEHTUYHOCTH, yBaXKa-
IOLIMN UX IIpaBa

JIP S
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OpueHTHpPOBaHHBIA HA MPOQECCHOHATBHBIC JOCTHKEHUS, NEITEIHHO BBIpa-
KAIOIINI MTO3HABATEIbHBIE HHTEPECH! C YIETOM CBOHMX CIIOCOOHOCTEH, 00pa-
30BaTEIBHOTO U MPO(GECCHOHATILHOTO MapUIPyTa, BEIOPAHHOM KBAJIU(DUKAIIIH

JIP 6

Oco3Haromuii U AeSITEILHO BRIPAKAIOIIUNA TPUOPUTETHYIO LICHHOCTD KaXK10H
YEJIOBEUECKON KU3HU, YBAXKAIOMIUI TOCTOMHCTBO JTUYHOCTU KAXKJOTO YeJIo-
BEKa, COOCTBEHHYIO M UY)KYI0 YHUKAJIBHOCTh, CBOOO Y MUPOBO33PEHUYECKOTO
BbIOOpA, CAMOOTIPE/ICTICHHUS.

[TposiBstomuii 6€pexTMBOEC U YYTKOE OTHOIICHUE K PEITUTHO3HON MPUHA/-
JICKHOCTH KaXKJI0Tr0 YyeJIOBEKa, peAynpeANTeIbHBIN
B OTHOIIICHHWH BBIPAKEHUS MTPaB U 3aKOHHBIX HHTEPECOB JIPYTUX JIFOACH

JIP 7

[IposiBnsromuid M AEMOHCTPUPYIOIIMM YBa)KEHHE 3aKOHHBIX HHTEPECOB
U IPaB NPEACTABUTEICH Pa3INYHbIX 3THOKYJIBTYPHBIX, COUUAIBHBIX, KOH-
(beccroHaTBHBIX TPYHIT B POCCUHCKOM OOIIECTBE; HALIMOHAIBHOTO JOCTOMH-
CTBA, PEIUTMO3HBIX YOEKAECHUH C Y4ETOM COOJIIOJCHHUS HEOOXOIUMOCTH
o0ecrieyeHrs KOHCTUTYIIMOHHBIX TpaB U cBoOoA rpaxkaan. [lonnmarommii u
JESTENIBHO BBIPAXKAIOIIUN LEHHOCTh MEXPEIUMTHO3HOTO M MEKHAIMOHAIIb-
HOI'O COIJIACHS JIFOAEH, rpa)kaaH, HapoaoB B Poccun. Breipaxkaromuii co-
IIPUYACTHOCTh K IPEYMHOXEHUIO M TPAHCIALUUHU KYJIbTYPHBIX TpaJULUN U
LIEHHOCTE! MHOTOHAllMOHAIBHOIO POCCUHCKOr0 rOCY1apCTBa, BKIFOYECHHBIN
B OOI1I€CTBEHHbIC HHUIIMATUBBI, HAIPABJICHHbIC HA UX COXPAaHEHHE

JIP 8

CosHaromui 1IeHHOCTh JKU3HH, 3I0pOBbs M Oe3omacHocTH.  CoOroaroImmi
Y TIpOonaralIupyroIIi 310pOBbIil 00pa3 Ku3HHU (370pOBOE MUTAHKE, COOIIO-
ACHUC TUI'MCHBI, PCIKHUM 3aHATHH U OoTJbIXa, (bmnqecxas{ aKTI/IBHOCTI)), Je-
MOHCTPUPYIOLIUI CTpeMJICHHE
K (u3HYecKoMy COBEpIICHCTBOBAaHUIO. [IposiBisitommiAi  co3HATENbHOE
1 000CHOBAaHHOE HETIPUSTHE BPEAHBIX MPUBHIYEK U OMACHBIX HAKIIOHHOCTEH
(KypeHue, ynorpedyieHue anKorois, HApKOTUKOB, ICUXOAKTUBHBIX BELIECTB,
a3apTHBIX UTP, JTIOOBIX POPM 3aBUCUMOCTE), JECTPYKTUBHOTO TIOBE/ICHUS B
o0I1IeCTBE, B TOM YHCIIE B IM(PPOBOH cpese

JIP 9

bepexnuBo oTHOCAIIUICS K TPUPOTHOMY HACIEANIO CTPAHBI U MUPA, MPOSIB-
JSIONUH CPOPMUPOBAHHOCTH IKOJIOTHYSCKON KYJIbTYyphl HA OCHOBE TIOHMMa-
HUS BIIUSIHUS COLIMANIbHBIX, SKOHOMUYECKUX
n 1podheccunoHaTbHO-TIPOU3BOJICTBEHHBIX IPOLECCOB HAa OKPYXAIOUIYIO
cpeny. Beipaxkaronuii gestenbHOe HENPUITHE NEUCTBUM, TPUHOCSILINUX BPEL
MPUPO/IE, PACTIOZHAIONINN OMACHOCTH CPEJlbl OOUTAaHUSI, MPETYTPEKIAIONTAN
PUCKOBAaHHOE TOBEJIEHUE JIPYTUX Tpa)kIaH, MOMYISIPU3UPYIOUIUN CIIOCOObI
COXpaHEHU IMaMATHUKOB IIPUPOJBLI CTPAHBI, pETHOHA, TEPPUTOPUH, ITOCEIIE-
HUS, BKJIFOUEHHBIN
B O6HIGCTB€HHI>IC WHUIMATUBGI, HAITPABJICHHBLIC HA 3a60Ty O HUX

JIP 10

[TposiBisiromuil yBaXkeHHE K 3CTETHYECKUM LEHHOCTSIM, 00JIa1aloMi OCHO-
BaMu ACTETUYECKON KYJIBTYpBI. Kputnueckn OLICHUBAOIINN
U JIEATENBHO MPOSBIIAIOMNN TOHUMaHUE SMOLMOHAIILHOTO BO3JEICTBUS UC-
KYCCTBA, €ro BIIMSHMS Ha TyIIEBHOE COCTOSIHUE U ITOBEJICHUE JTI0JeH. bepex-
JUBO  OTHOCALIMICS K KyIbType Kak CpEICTBY KOMMYHHUKAaIlUU
U CaMOBBIp@XKEHUS B  OOIIECTBE, BBIPAKAOIIUNA  COMPUYACTHOCTD
K HPaBCTBEHHBIM HOpMaM, TPAAULMIM B UCKyccTBe. OpUEHTUPOBAaHHBIN Ha
COOCTBEHHOE CAMOBBIPaKEHHUE B PAa3HBIX BUAAX UCKYCCTBA, XYJ0KECTBEHHOM
TBOPUYECTBE C YYETOM POCCUICKUX TPAAMIIMOHHBIX JTYXOBHO-HPAaBCTBEHHBIX
LIEHHOCTEN, ICTETUYECKOM O0ycTpolcTBE cOOCTBEHHOro ObiTa. Pasnensto-
LIUH LIEHHOCTHU OTEUYECTBEHHOTO
U MHPOBOIO XYJI0)KECTBEHHOI'O HACJEIus, POJU HAPOIHBIX TpPaTUIUI
Y HapOJHOI'O TBOPUYECTBA B UCKYCCTBE. BhIpa)karomnii IEHHOCTHOE OTHOILIE-
HHE K TEXHUYECKON U IPOMBIIUICHHON ICTETHUKE

JIP 11
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ITpyHuMaromuii poccUiiCKMe TPaAULIMOHHBIE CeEMENHbIE LIEeHHOCTH. OpueH-
THUPOBAHHBIA HA CO3JaHUE YCTOMYMBOW MHOTOJETHON CEMbH, NMOHUMAaHUE
Opaka Kak COr03a MY>KYMHBI M )KCHIIUHBI 711 CO3TAHUS CEMbH, POXKICHUS U
BOCIUTAHUS JE€TEW, HEMPUATUS HACUIIHS B CEMbE, YXO0J1a OT POJUTEIbCKOMN OT-
BCTCTBEHHOCTH, OTKaza oT OTHOILICHUI
CO CBOMMH JICTbMH M X (DMHAHCOBOTO COCPKAHUS

JIP 12

JINYHOCTHBIE Pe3yJbTAThI
peanu3alnuy NporpamMMbl BOCIIUTAHMS,

ONpeacJTCHHbIC OTPACJE€BbIMUT TpeﬁDBaHHﬂMI/I K J€¢JJOBBIM KaYeCTBaM JIMYHOCTH

JlemoHcTpupyoomuii ymenue 3¢ (GeKTUBHO B3aUMOJICIICTBOBATh B KOMaH/IE,

BECTH JIMAJIOT, B TOM YHCJIE C UCIIOJb30BAaHUEM CPEACTB KOMMYHUKALIUH AP 13
JIeMOHCTPUPYIOLIMI HAaBBIKM aHAJIN3a U UHTEpIIpeTaliii HHPOPMALIUU U3 JIP 14
Pa3JIMYHBIX HCTOYHHMKOB C Y4ETOM HOPMAaTUBHO-IIPABOBBIX HOPM
JIeMOHCTPUPYIOLIHMI FOTOBHOCTh U CIIOCOOHOCTh K 00pa30BaHUIO, B TOM
qrcie caMooOpa30BaHuUI0, HA TPOTSHKEHUH BCEH KU3HHU; CO3HATEIBHOE OT- JIP 15
HOILIEHHE K HETPEPhIBHOMY 00Pa30BaHUIO KaK YCIOBHUIO YCIEIIHON podec-
CHOHAQJILHOW M OOIIECTBEHHOM ACATEIbHOCTH.

JInyHOCTHBIE pe3yJIbTaThI

peajM3anuy NporpaMMbl BOCIMTAHUS,
onpeneeHnbie cyobekToM Poccuiickoii @enepaunu

Hcnonb30BaTh MHPOPMALIMOHHBIE TEXHOJIOIMH B IPO(ECCUOHATBHOM Jes- JIP 16
TEJIBHOCTH
ITonp30BaTbes NpodeccnoHaIbHOM TOKyMEHTaluell Ha TOCYAapCTBEHHOM U JIP 17
MHOCTPAHHOM SI3bIKE

JInyHOCTHBIE pe3yJIbTaThI

peajM3anuy NporpaMMbl BOCIMTAHUS,
onpeaeseHHbIC KJIIYeBbIMH padoTogaTeasiMu

KpeaTtnBHO MBICTSIINI, TOTOBBIN pa3padaThIBaTh HOBBIE BUJIBI TPOAYKIIUU JIP 18
AKTHBHO IPUMEHSIIOIIMNA [TOJIyYEHHbIE 3HAHUSI Ha IPAKTUKE JIP 19
CriocoOHBII aHATM3UPOBATH MPOU3BOACTBEHHYIO CUTYAIIHIO, OBICTPO MPH- JIP 20
HUMAaTh PELICHUS

JIN4YHOCTHBIE pPe3yJIbTaThl

peanu3anuy NporpaMMbl BOCIIMTAHHS, ONIPeeJIecHHbIe Cy0beKTaMu
o0pa3oBaTe/IbHOIO Npouecca

KpeaTuBHO MbICISLINI, TOTOBBIM pazpabaThiBaTh HOBbIE BUJIbI IPOIYKIIUU JIP 21
CrniocoOHBIH aHAIM3UPOBATh MPOU3BOACTBEHHYIO CUTYAIINIO, OBICTPO MPHU- JIP 22
HHUMATh pEUICHUS
[TposBIATH JOOPOKENATENBHOCTD K OKPYKAIOIIUM, JIETUKATHOCTh, YyBCTBO JIP 23

TAKTa U TOTOBHOCTb OKa3aTh YCIIYI'Y K&XKIOMY KTO B Hel HYXIAaCTCA
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